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The world as we have 
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our thinking. It cannot be 
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Destabilization: the threat to 
the “Global Village”

Jonathan Lucas

Director

United Nations Interregional 
Crime and Justice Research 
Institute

In the last years, academic enquiry and political actions have progressively focused their attention on risk management, 
particularly the evaluation of risks and vulnerabilities. Destabilizing factors, often associated with rapid urbanization, 
the extensive and often abusive exploitation of natural resources and advances in technologies, have improved human 
conditions while contributing to unpredictable vulnerabilities. For example, the benefits of the Internet have been 
mitigated by the operations of cyber criminals. In the “global village”, the digital age has further enhanced the interde-
pendence and interconnectivity between communities and countries. 

The growing complexity of the changing landscapes call for a rethinking of the conceptual approaches and strategies to 
address the threats and vulnerabilities arising from environmental, socio-economic and political settings of the global, 
digital village. Approaches to support stable societies, able to manage risks and vulnerabilities, should be refined to 
address the challenges of innovation and globalization. Cultural changes that can generate a real reform are needed 
to mitigate risks and adjust to a constantly changing environment. This is particularly true in the field of organized 
crime: crime syndicates are constantly adjusting to the changing environment and redirecting their focus and interests 
towards vulnerable areas in search of new “business” opportunities and profit.

This issue of Freedom From Fear serves as a platform to share different perspectives on some of the most critical desta-
bilizing factors such as violent extremism, corruption, organized criminal networks and environmental crime. In doing 
so it seeks to provide useful inputs to the culture of change while emphasizing the importance of risk management – 
and the central role of citizens and civil society in addressing threats to their communities. 

This issue also covers topics which are often not given the attention they deserve; their adverse impact, meanwhile, 
affect the lives of citizens, communities and relations between countries.

The Institute is grateful to the contributors to this issue of Freedom from Fear magazine for sharing their innovative 
thinking on “destabilization” as challenges to peace, security and development in the global village.

Jonathan Lucas
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Are “drugs” the consequence 
of economic and political 
destabilizing factors?

By Doris Buddenberg

Every society and culture has the stimulants and intoxicants it deserves, needs and tolerates. Since hallowed antiquity, 
alcohol has been THE intoxicant for the western culture. Alcohol is so much part of the culture that few can imagine 
life without it. Aside from stating this fact, can the link between drugs and culture be developed further? Some exam-
ples might help to clarify the concepts and categories that would allow a closer look at the interdependence between 
drugs and culture. 
When heroin made its appearance in Pakistan in the 1980s, it is rumoured that connections between the cocaine dea-
lers of Columbia and the local heroin dealers led to an exchange of their commodities. Thus in the 1980s, cocaine be-
came available in Karachi during certain festivities. However, as one participant observed: “It could rain cocaine in Pa-

© UN Photo/UNODC
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famous representative, Bob Marley, 
made reggae music part of the world 
culture. About the ongoing discus-
sions on what came first, ganja lea-
ding to the music or music leading to 
ganja, Lutan Fyah, a Jamaican artist 
explains: “If you check where this 
music came from and the time when 
it started out, you realise that it really 
came from the poor. They saw reggae 
music as a chance to say what they 
wanted to say and share their views 
and that’s how weed came up in reg-
gae.”
An even more telling historical exam-
ple relates to legal stimulants. Before 
they started to import tobacco, coffee, 
tea and chocolate through the exploi-
tation of their growing colonial empi-
res, European countries knew no hot 
drinks. Water, milk, beer and wine 
were their everyday drinks and people 
were  frequently under the influence 
of alcohol all day long. Farmers are 
said to have imbibed a few litres of 
beer or diluted wine daily, and even 
the Princess of Palatine Elisabeth 
Charlotte from the French court 
complained in her letters to relati-
ves and friends in German-speaking 

They are discrete, clean and easy to 
swallow, easy to hide; there is no tre-
acherous smoke or paraphernalia, and 
they have the effect of accelerating 
perceptions and enhancing exhila-
ration. In short, methamphetamines 
are congruent with the demands of 
the fast-paced economy and the so-
cial control of the lifestyles evolving 
in Southeast Asia.

Every society and culture 
has the stimulants and 
intoxicants it deserves, 
needs and tolerates 

In Jamaica, the use of cannabis dates 
back to the mid 19th century when it 
was introduced by indentured labou-
rers from India, hence its name ganja. 
The two social drugs used in Jamaica 
are alcohol and cannabis. While al-
cohol is usually associated with the 
rich, the use of cannabis is more pre-
valent among the poor also because it 
is cheaper than alcohol. The Rastafari 
movement incorporates cannabis as 
a sacred plant in its rituals; its most 

kistan; but we would never take to it.” 
What is the reason for the rejection – 
valid until today – of cocaine, a strong 
stimulant drug, in Pakistani culture? 
The only explanation appears to lie in 
the contradiction between the effects 
of the drug and the cultural norms of 
the country. Cocaine, an extreme con-
fidence enhancing drug which leads 
to perceive self-importance as linked 
to the talkative intrusion of the user 
into the personal space of others, is at 
odds with traditional Pakistani cul-
ture which values personal space and 
understated social interaction. 

There is a substantial 
difference between the 
public perception and 
media reporting  about 
affluent cocaine loving 
high flyers and opiate 
dependent poor youths
Why has the use of methampheta-
mine pills skyrocketed in Southeast 
Asian countries in recent decades? 

Freedom From Fear Magazine 
Destabilization 
Drugs and culture  - Are "drugs" the consequence of economic and political destabilizing 
factors?
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mood-altering prescription drugs in 
western societies leads to adaptation 
to the functional demands of life, pro-
fessional and private, and the subse-
quent adjustment of personalities to 
these demands, which seem to be the 
priority of the drug users. 
Regarding the interdependence of 
drugs and culture, in all cases, dru-
gs follow changes of the production 
model and the social norms in society. 
Economic and political changes give 
the impetus of subsequent changes in 
drug use. Thus, drugs by themselves 
do not stabilize or destabilize a cul-
ture or community. They do not create 
anything ab initio, neither on the level 
of the individual nor the collective. 
Drugs might intensify pre-existing 
tendencies or characteristics, but will 
never create or innovate by them-
selves. It is economic and political 
factors that stabilize or destabilize a 
society or culture, and the appropriate 
drugs will follow. Drugs by themsel-
ves have no independent power. Their 
power lies in the descriptions and 
ascriptions given to them. 
To put it more comprehensively: 
“Drugs are multifunctional substan-
ces; the effects they have on human 
beings cannot be explained unless the 
way of using, the institutional settings, 
the legal status, the existing knowled-
ge, the manifold desires and fears as 
well as the societal position of those 
who use them are taken into account. 
Substances that fall under the cate-
gories of ‘drugs’ can be used as medi-
cation for the informed treatment of 
physical and psychic disturbances, as 
part of medical experiments, as vehi-
cles for the expansion of consciou-
sness, as illegal addictive escapist sub-
stances, as military warfare material, 
as secret service ‘truth drugs’ or just 
simply as poison. Between use and 
significance there are interdependen-
ces and it is the societal goals – politi-
cal, military and cultural – that break 

culture. Drugs of the opiate type, as 
well as cocaine, remain excluded from 
mass consumption and are therefore 
not an integral part of mainstream 
culture. Their characteristics, use and 
effects are associated with mino-
rity groups, identified as outsiders, 
marginalised and often viewed with 
suspicion, depending on their class 
status. There is a substantial diffe-
rence between the public perception 
and media reporting  about affluent 
cocaine loving high flyers and opiate 
dependent poor youths. 
These examples lead to the question 
of what stimulants modern western 
societies need today in order to fun-
ction. What is the mainstream drug 
use that characterizes our societies: 
apart from alcohol, coffee, tobacco 
and chocolate which are deeply em-
bedded in our culture and its rituals, 
what new substances have become 
part of mainstream culture? Above 
all the large number of prescription 
drugs that alter people’s moods, from 
anxiety to calmness, from sadness to 
‘joy’, from rebellion to acceptance.
The days when drug use was associa-
ted with innovation, the expansion 
of consciousness and the belief in 
the possibility of change, individual 
and collective, are over. Nowadays, 
the massive and mainstream use of 

countries that in France she missed 
her breakfast beer soup and had to 
take coffee instead. Given the gentle 
pace and kind of work done in feudal 
agricultural societies, this light drun-
kenness posed no problem and was 
shared by all social classes. 
Coffee first appeared in Europe in the 
17th century, the century of rationali-
sm and social and economic changes. 
Activities in the newly developing 
manufacturing work places were or-
ganised rationally, characterizing 
the bourgeois spirit that drove these 
developments. The fundamental so-
bering feature of coffee became part 
and parcel of these developments, as 
sobriety and abstinence (rather than 
mild drunkenness) became the norm 
and the leading value of the work 
ethic (Schivelbusch, p. 215ff ). Thus, 
changes in the production model of 
society or the culture led to changes 
in the use of and preference for drugs. 
Initially coffee, tea, tobacco, choco-
late were new drugs  and, as such, 
were at first treated with mistrust and 
rejection, as it often happens in the 
case  of new entries into an existing 
cultural framework with all their per-
ceived dangers. However, over time, 
they became part of mainstream 
everyday culture. It is this mass con-
sumption that shapes and moulds a 

Freedom From Fear Magazine 
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through this double contingency and stabilize the assessment of these substances in certain contexts.” (Tanner, p. 340. 
Translation DB)
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Specialized in Slavonic studies, economics and ethnology at Heidelberg University, she was a visiting professor at Quaid-
e-Azam University Islamabad, Pakistan, working in the Anthropology Department. Work on drug control started with the 
first Pakistan National Survey on Drug Abuse in the early 1980s.
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topics including capacity building for governments, design and evaluation of drug control programmes, and the develop-
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Fight Human Trafficking (UN GIFT).
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Corruption undermines health 
care systems: a human rights 
issue
By Margot I. Witvliet

Human Rights and Corruption
The Universal Declaration of Human Rights (UDHR) was established in 1948. It is one of the most impressive hi-
storical documents to date because it was agreed upon by nearly all countries around the world and it does not pertain 
to the norms of one nation. The UDHR states that all people have the right to security. Corruption is a destabilizing 
factor that violates a person’s human right to security. In both high-income and low-income parts of the world rampant 
corruption in society is a problem and it is a violation of human rights. It compromises not only a country’s economic 
system, but also its health care system.
Corruption is a complex problem that is difficult to conceptualize. The World Bank has two general definitions of cor-
ruption. The first is defined as covert corruption and pertains to corruption carried out by people who provide a service 

Freedom From Fear Magazine
Destabilization 
Corruption undermines health care systems: a human rights issue
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health care system. Around the world, 
corruption within the private sector 
and fraud has been linked to corro-
ding the health care system. Private 
providers have access to a substantial 
amount of public funds and it is often 
difficult to indentify if payments are 
being handled correctly. Doctors may 
order an expensive medical treatment 
for financial gains or prescribe a cer-
tain medication not because it is the 
most appropriate, but rather due to 
receiving benefits or special rewards. 
Health professionals may bill the in-
surance company for treatments that 
never occurred. These are just a few 
examples of how corruption can de-
stabilize the health care system by 
generating huge financial loss and 
contribute to health care costs beco-
ming uncontainable. In Europe, high 
levels of corruption within the health 
care system are particularly evident 
in Southern, Central and Eastern 
Europe. However, research is limited 
concerning the extent to which this 
has destabilized the health system 
within these countries. Nevertheless, 
prior empirical evidence has shown 
that these countries, especially in Ea-
stern Europe, experience poorer heal-
th outcomes and have weaker health 
care systems as compared to Western 
Europe.

Health care professionals and their 
relationship with their patients thrive 
on trust. Living in a corrupt society 
or working in a corrupt health care 
environment may cause health care 
professionals to act unethically and 
this is a potential destabilizing factor 
to the health care system. In many 
countries task forces have been crea-
ted to combat this issue, however to 
date corruption undermining the he-
alth care system is still a problem in 
most countries around the world.  

concluded that lower-socioeconomic 
groups and women in particular are 
often victims of corruption within the 
health care system and this can seve-
rely impact their health. 

Corruption can destabilize a health 
care system
Research has shown that corruption 
can hamper economic development 
and destabilize governmental sy-
stems, thereby negatively impacting 
health care systems. Unfortunately, 
health care systems around the wor-
ld all share the commonality of being 
imperfect and corruption within the 
health care system is a problem wor-
ldwide. This is due to the massive 
amounts of public funds being pum-
ped into the health care system and 
the many actors involved. At both the 
organizational and individual level 
there is the susceptibility of exposu-
re to corruption, and how an entity 
responds when given the opportu-
nity to act corruptly can weaken the 
health care system. For example, in 
highly corrupt countries, to enhan-
ce their personal economic situation, 
health professionals may sell medica-
tion or demand payments for health 
services that should have been free, 
which leads to poorer population 
health outcomes and a dysfunctional 

to the population (e.g. doctors and po-
lice officers). The second is defined as 
overt corruption and is regarding the 
high-profile corruption carried out 
by large powerful organizations (e.g. 
governments). Transparency Inter-
national defines corruption as being 
‘the abuse of public office for private 
gain’ and created a corruption per-
ception index (CPI). The outcome of 
the 2013 CPI showed large variations 
between nations. As compared to all 
other countries around the world, 
Spain experienced the greatest plum-
met on the scale from 2012 to 2013. 
This decline in placement shows that 
corruption is not merely an isolated 
problem within Africa, Asia or Latin 
America, but is also a concern within 
Western Europe.

Health consequences of corruption
Corruption negatively affects popu-
lation health. A study on the Phi-
lippines concluded that corruption 
is disproportionately harmful to the 
health of children. Using the CPI to 
study adult health in 20 African na-
tions, Witvliet and colleagues iden-
tified that higher levels of perceived 
corruption in society were associated 
to poorer population health within 
all socioeconomic groups for both 
men and women. Other research has 
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Message to policy makers
Patients navigating within a health care system fraught with corruption will bear the brunt of the ill- health conse-
quences of corruption, and it is the helpless, in particular the children, elderly and the poor who will suffer most. It 
is well-established that governments around the world must take measures to contain corruption, and that citizens 
should hold governmental systems accountable, especially if we expect to strengthen population health and the health 
care system. Yet governments worldwide are violating human rights by not ensuring that corruption is curtailed. This 
might be a driving force behind the failure to reach Millennium Development Goals (MDGs) and is perhaps one of 
the many contributing factors to the widening of health inequalities both within and between countries. If we aim to 
reduce the destabilization of health care systems, greater transparency should not merely be a goal to strive for, but a 
fundamental component within government and to health care systems around the world.

Freedom From Fear Magazine
Destabilization 
Corruption undermines health care systems: a human rights issue

Dr. Witvliet, Norwegian University of Science and Technology (NTNU), Department of Sociology and Public 
Health

American social epidemiologist working at the Norwegian University of Science and Technology (NTNU) in the Depart-
ment of Sociology and Political Science. Her most recent book is Can Your Country Make You Sick? Multi-level Explora-
tions of Population Health and Human Rights in a Global Perspective. ‘s-Hertogenbosch: Boxpress (2013).
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When citizens start 
destabilizing the power of mafia
By Renato Accorinti and Federico Alagna

The impact of the mafia on our societies is complex and multidimensional: it affects our politics, our economy, our 
culture, our development and our opportunities. In other terms, it affects our society as a whole.
The reason is that the mafia is something more than mere organised crime. Sociologist Umberto Santino has identified 
the characteristics of the mafia stricto sensu as “crime, accumulation, power, cultural code, consent.” 1Additionally, the 
definition itself of the mafia-type association in the Italian criminal code stresses the condition of intimidation, subju-
gation and “omertà” (conspiracy of silence) that must exist in order for a mafia-type association to be considered such.2

The understanding of the mafia as a social – as opposed to only criminal – phenomenon is crucial. Especially in ter-

Freedom From Fear Magazine
Destabilization 
When citizens start destabilizing the power of mafia

An old statue of the Madonna overlooks the entrance of Messina’s big natural harbour, where millions of people transit every 
year

1Umberto Santino, Scienze sociali, mafia e crimine organizzato, tra stereotipi e paradigmi, Studi sulla questione criminale (1/ 2006), p. 5.  
2Article 416 -bis ¬ of the Italian Criminal Code.
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Faculty of Medicine. 

In 1998 a well-respected professor 
of gastroenterology, Matteo Botta-
ri, was murdered according to mafia 
style. The killers and the instigators 
have not been found, nor has been 
the reason behind the killing. In the 
meantime, in 2013, another profes-
sor, suspected of being involved in 
Bottari’s murder and then acquitted, 
committed suicide in mysterious cir-
cumstances. 

The pervasiveness 
of the mafia leads to 
destabilisation. No 
activity is left untouched. 
Even when it comes to 
social life and traditional 
celebrations, mafia is 
involved
Beyond this extreme case, an ordi-

the “provincia babba” (the dull pro-
vince), where the mafia did not exist 
and nothing happened, because there 
were no murders, whilst in Palermo 
the two big mafia wars were hap-
pening. Meanwhile, in reality, the 
Sicilian mafia was building up and 
developing in Messina its very own 
network of contacts with the Mason-
ry and the highest influential political 
figures, the white collars, whereas the 
Calabrese mafia was starting to in-
filtrate other business areas in town. 
As a result, we witnessed the mafia in 
Messina pervading every segment of 
the society.
Culture can be a good starting point, 
as one would be normally drawn to 
believe that mafia is not interested in 
it. It is, however, since everything can 
be turned into a profitable business. 
Numerous investigations have shown 
the influence of the ndrangheta on 
the University of Messina, from the 
manipulation of exams to the deve-
lopment of much more structured sy-
stems of interest, often related to the 

ritories where the mafia associations 
come from (the Italian regions of Si-
cily, Calabria and Campania first): it 
is here that cultural code and consent 
are particularly important, although 
recent trials have disclosed the ability 
of mafia organisations (and, in parti-
cular, of the Calabrese ndrangheta) to 
recreate such conditions also in nor-
thern Italy and abroad (for instance in 
Germany).3

Mafia groups are active and flouri-
shing all over the world and represent 
a worldwide threat which should not 
be underestimated. However, it is im-
portant to understand that the cultu-
ral and social dimension is more ac-
centuated in the territories of origin.
If we want to understand how the 
mafia destabilises our societies, we 
need to explore those territories whe-
re the mafia organisations have been 
present for a long time. Messina, one 
of the six largest metropolitan di-
stricts of Southern Italy, can be, for 
its peculiarities, the best yardstick to 
understand the complex destabilising 
impact of mafia-type organised crime 
on society. 

Culture can be a good 
starting point, as one 
would be normally drawn 
to believe that mafia is 
not interested in it. It is, 
however, since everything 
can be turned into a 
profitable business
Messina is a harbour city, a city of 
transit, separated by a 5-km strait 
from Reggio Calabria (the capital 
city of the ndrangheta). Messina’s 
province was referred to for years as 

Freedom From Fear Magazine
Destabilization 
When citizens start destabilizing the power of mafia

Downtown Messina, with its harbour. On the background, Reggio Calabria: a 5-km 
strait divides the Sicilian city from the first hub of the Calabrese mafia

3Annual Report of the Direzione Nazionale Antimafia, 2011. 
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of the patron saint’s day celebration 
of Messina (but the same applies to 
Palermo and Catania, the two other 
Sicilian major cities): La Vara. The 
German magazine Der Spiegel 4 re-
ported about this feast as follows: “By 
tradition, the men who carry the Ma-
donna are dockworkers, ex-convicts 
and henchmen with the Sicilian Ma-
fia, and these men look the part. They 
hope for redemption from the Virgin 
Mother for crimes ranging from ex-
tortion to drug dealing and murder. 
(...) The day of the celebration, tho-
se who are in charge here, the church 
and the Mafia, are always in the front 
rows.”
Two years ago, activists from “Addio-
pizzo” (an anti-mafia association), the 
day before the celebration distributed 
flyers reading «Our lady, free Mes-
sina from racketeering and mafia». 
They were ‘faced’ by members of the 
organising committee who, according 
to the activists and Messina’s public 
prosecutor investigation, threatened 

Some years before the City Council 
of Terme Vigliatore, another neigh-
bour small town, was resolved by the 
Ministry of the Interior for being 
subjugated by the mafia. Professor 
Adolfo Parmaliana was one of the pe-
ople who fought the hardest to achie-
ve this result: he committed suicide 
some years later, expressing in his last 
letter all his mistrust and disillusion 
to local and national institutions, that 
he accused of trying to punish him 
for the mere fact of being an honest 
citizen. 
Tough stories like this perfectly 
explain how the mafia defies trust in 
the institutions, in a region – Sicily 
– where one of the former president 
was convicted for aiding and abetting 
the mafia.
The pervasiveness of the mafia le-
ads to destabilisation. No activity is 
left untouched. Even when it comes 
to social life and traditional celebra-
tions, mafia is involved. It is the case 

nary feeling of the presence of mafia 
groups and of its external conditio-
ning (through corruption and inti-
midation) is very well known in the 
Academia of Messina and all over 
southern Italy in general. This poses a 
serious threat to the daily life of stu-
dents and professors, as well as serious 
doubts regarding the possibility of 
being offered proper education there.
The credibility of institutions and the 
confidence of citizens is also challen-
ged in other ways. Nobody is surpri-
sed in Messina to hear about the links 
between mafia and politics. 

There is a flourishing 
of racketeering and the 
state is perceived as being 
absent. Entrepreneurs 
flee, looking for more 
attractive places where to 
invest their money
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Messina’s Court is seat of one of the four Anti-mafia Prosecutor’s Office in Sicily. Magistrates are busy with dozens of trials 
for mafia crimes, as well as for corruption and white-collars offences. The most important anti-mafia trial celebrated here was 
named Mare Nostrum after the Latin name of the Mediterranean Sea

4Fiona Ehlers, ‘Bürgermeister aus Versehen’, in Der Spiegel (40/2013), p. 92. 



21Issue 9 -

born from the last elections in June 
2013 and consisting in a movement of 
citizens from the anti-mafia, environ-
ment protection and pacifist sectors. 
They won the elections opposing the 
two bigger traditional parties, for ye-
ars involved in a grey area of interests. 
A few kilometres away from Messina, 
Maria Teresa Collica, a jurist com-
mitted to the anti-mafia movement, 
became the new Mayor of the small 
town Barcellona P.G. The town whi-
ch is defined as the “Corleone of the 
3rd Millennium”. Two signs of hope, 
of change. 

Small signs, again. But 
crucial to reaffirm that 
something can – and 
must – be done against 
the mafia and for our 
freedom and democracy
But also beyond that, other small sto-
ries represent important steps in the 
reestablishment of democracy over 
the Mafioso power. In Messina, de-
nounces of the victims of the mafia 

have increased in the last years, as well 
as the number of anti-mafia associa-
tions trying to prevent and denounce 
mafia’s activities – Addiopizzo and 
Libera among them. And from now 
on, the City of Messina will be civil 
party in all mafia trials in town.
Small signs, again, but crucial to reaf-
firm that something can – and must 
– be done against the mafia and for 
our freedom and democracy.

them. Alleged guilty parties are still 
under prosecution.  
And when it comes to more mate-
rial issues, things are pretty much the 
same. Entire sectors of the economy 
are in the mafia’s hands, and this is 
particularly true when the local go-
vernment is weak. As a consequence  
particular interest prevails on the pu-
blic one. The widespread ‘logic of the 
favour’ threatens democracy and the 
possibility of citizens to claim their 
rights. There is a flourishing of racke-
teering and the state is perceived as 
being absent. Entrepreneurs flee, lo-
oking for more attractive places where 
to invest their money. Young people 
flee as well, with the few exceptions of 
those who are able to find a job (youth 
unemployment rate in Sicily exceeds  
50%) or those who accept the ‘logic 
of the favour’, asking for a job to in-
fluential people.
The result of the mafia’s destabilisa-
tion is mistrust, poverty and migra-
tion. But is everything lost? Not at all.
New opportunities have arisen in the 
last years and ‘heretical’ models have 
spread. Not only the “Messina mo-
del”, as Italian analysts called it, was 
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The University of Messina has been the heart of major interests of the Calabrese mafia

Renato Accorinti, 
Mayor of Messina

Federico Alagna, 
Associate Project Officer at Osserva-
torio sulla ndrangheta
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The value of natural capital: a 
risk or an opportunity?
By Franca Roiatti

What is the value of a forest? And that of a river? The answer depends on whom you ask: indigenous people who 
depend on the forest and consider trees and water streams to be sacred surely have a totally different idea than the 
manager of a timber company.
Nevertheless, there is a growing debate among international organizations, environmental NGOs, and the business 
community about the need to quantify the value of natural capital: land, air, water, living organisms and all formations 
in the Earth’s biosphere, as well as ecosystem services or tangible and intangible benefits we obtain from nature, such 
as food production, water purification, and regeneration. But would putting a price tag on natural resources really help 
to preserve them? Not everybody agrees.

How to stop the depletion of natural resources
We rely thoroughly on nature to sustain human life. However, the value of our biosphere is seldom taken into account 
in economical and political decisions. We are overexploiting our planet, depleting many crucial resources and en-
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“A lot of initiatives have been carried 
out for a long time by the conserva-
tion community, but we have not been 
able to reach the financial community 
yet” adds Bos.

We need to calculate not 
only the costs of exploiting 
and polluting water, land 
or air but also the benefits 
tied to a responsible use 
of resources

A commitment from the 
business community
At the Rio +20 Summit in 2012, was 
the financial community which deci-
ded to take action drafting the Natural 
Capital Declaration, a “commitment 
from banks, investors and insurance 
firms to change their business models 
to reflect the materiality of natural ca-
pital for the financial sector. “

The  World Business Council for Su-
stainable Development (WBCSD) 
is working to help companies to me-
asure, value, account and report on 

the rate we are taking them, then we 
will eventually reach a tipping point”. 
“If we want to stop this we need to 
integrate natural capital evaluation 
and accounting into the economic sy-
stem, which drives a lot of our beha-
vior” says Gerard Bos, director of the 
Global Business & Biodiversity Pro-
gramme at the International Union 
for Conservation of Nature (IUCN). 
“Giving a monetary value to natural 
capital is a way to put it on equal fo-
oting with financial and social capital. 
This would allow companies to insert 
it in balance sheets and profit and loss 
accounts.”
We need to calculate not only the co-
sts of exploiting and polluting water, 
land or air but also the benefits tied 
to a responsible use of resources. For 
example, if in sustainable forestry only 
5 per cent of the trees are cut for tim-
ber and the rest is spared for future 
harvest, those 95% are important as 
well because they provide capture 
carbon, water catch, soil creation, and 
the beauty to be in a forest - “Assets 
that are not properly valued at the 
moment and therefore not integrated 
in economic models” points out Bos. 
But how can this be done in practice? 

dangering our future simply because 
we consider nature to be an unlimi-
ted and free source. According to the 
Millennium Ecosystems Assessment, 
around 60% of the world’s ecosystems 
are already degraded. The conserva-
tion efforts put in place in the last 
decades have proved insufficient to 
really protect environment and bio-
diversity. A quarter of all plant spe-
cies mentioned in the United Nations 
Convention on Biological Diversity, 
risks to disappear, depriving us of me-
dicines, food and raw material. 

Would putting a price 
tag on natural resources 
really help to preserve 
them? Not everybody 
agrees
Jonathan Hughes, director of the 
World Forum on Natural Capital, 
which took place at the end of No-
vember 2013 in Edinburgh, compares 
this crisis to the financial bubble that 
burst in 2008: “We’re creating a natu-
ral capital debt bubble. If we continue 
to take resources from the planet at 
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for the State, but is it worth the loss 
of the forest that has to be cleared to 
open the mine? The TEEB for bu-
siness coalition has calculated that 
cattle ranching in South America has 
natural capital costs of 312, billion US 
dollars a year but provides revenues of 
only 16,6 billion US dollars. From 
this point of view South American 
governments should probably invest 
more in protecting forests, rather than 
destroying them to cultivate crops for 
cattle feeding.  

Turning nature into a com-
modity?
Although Hughes calls natural capi-
tal valuation the «quiet revolution», 
the idea encounters a lot of skepticism 
too. “There are serious doubts about 
how feasible and objective valuation 
processes really are”, notes Joe Ei-
sen from the Rainforest Foundation. 
“How do you assess and compare 
the value of a fairly widespread and 
commonly used or exploited species 
against the value of a species that is 
extremely rare but not used by hu-

What are governments doing?
The same process is happening at 
governmental level. In 2010, at the 
Convention on Biological Diversity 
meeting in Nagoya ( Japan), the We-
alth Accounting and the Valuation of 
Ecosystem Services (WAVES) was 
launched. It is a global partnership 
that brings together UN agencies, 
governments, international organiza-
tions, NGOs, and academics to im-
plement Natural Capital Accounting 
(NCA). Its main goal is to promote 
sustainable development by ensuring 
that natural resources are integrated 
in development planning and natio-
nal economic accounts. Partners like 
Costa Rica are promoting laws to 
incorporate the value of natural ca-
pital in development planning. In the 
UK the government has set up a hi-
gh-level Natural Capital Committee 
to help the government better shape 
decisions. These are crucial steps. If 
governments have a better perception 
of the true value of national resources 
they can take more responsible deci-
sions. For instance, digging out mine-
rals in a specific area produces wealth 

ecosystem services. “ It’s first about 
understanding not only impact, but 
also dependence, on nature. And then 
looking at what that means in terms 
of risks and opportunities” reckons 
Eva Zabey, Manager Ecosystems and 
Natural Capital at WBCSD. “We 
have many tools developed by and for 
the business community to help them 
on this journey, as highlighted in 
Eco4Biz, but there are still gaps. That 
is why there is an effort to develop a 
Natural Capital Protocol, a harmo-
nized framework for valuing natural 
capital in business decision making.”

Once you put a price 
tag on nature in order to 
protect something, you 
will find someone who 
pays that price in order to 
destroy it
Some companies have already tried 
to calculate the environmental ex-
ternalities of their activity. Puma, a 
sports apparel producer, was the first 
to publish in 2011 an Environmental 
profit and loss account (EP&L). The 
environmental impact of greenhouse 
gas (GHG) emissions, water and land 
use, air pollution and waste, genera-
ted by operations and supply chains 
of Puma sum up to 145 million euro:  
51 million resulting from land use, air 
pollution and waste; 94 million for 
GHG emissions and water consump-
tion. “It’s great progress although qui-
te naturally it focuses mainly on the 
“L” – the losses – part of the EP&L 
which leads to the question of how 
to incorporate the “P” – the profits?”               
comments Zabey. “I assume other 
companies have been exploring this 
internally as well but are not willing 
to share the results yet.”
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one place can be destroyed as long as 
an equal value gets created elsewhere, 
are seen as an opportunity. “But pre-
vious attempts to create a market for 
nature have completely failed”, adds 
Tricarico. “Just look at the carbon 
emission market and its total inabi-
lity to do what it was designed for: 
to reduce carbon dioxide emissions. 
Turning environmental externalities 
or permits to destroy biodiversity, into 
an asset is not helping to preserve na-
ture.” 

What remains to be seen 
is whether the financial 
entities that bear a lot 
of responsibility for the 
2008 financial crisis 
could really help finding 
a solution to the ongoing 
deep ecological crisis
Biodiversity offsetting is for Gerard 
Bos only a tool: “It is the last choice 
for companies. First they have to avoid 
and mitigate negative impacts: that is 
why we need to integrate natural ca-
pital in the economic decisions. The 
process might not be 100% right, but 
it is a step towards more transparen-
cy and hopefully equity and justice.” 
What remains to be seen is whether 
the financial entities that bear a lot of 
responsibility for the 2008 financial 
crisis could really help finding a so-
lution to the ongoing deep ecological 
crisis.

mankind? And then again, valuable to 
whom? The value of any given natural 
asset is likely to be massively different 
for a world banker than for a pygmy! .”

A group of NGOs protested outside 
the World Forum on Natural Capital 
against the “great nature sale”, clai-
ming that nature is unique and com-
plex and that it is impossible to fully 
measure biodiversity. What is wor-
rying them the most is the idea that 
once the natural capital has a mone-
tary value it could also be traded, with 
harmful consequences. “Once you put 
a price tag on nature in order to pro-
tect something, you will find someone 
who pays that price in order to destroy 
it” points out Nick Dearden, director 
of World Development Movement, a 
British NGO that is strongly critical 
about the process of natural capital 
accounting.
“We do not want nature to be tur-
ned into a commodity, or let financial 
markets decide what is the right price 
of a clean river or a forest” says An-
tonio Tricarico of RE: Common, one 
of the NGOs that signed a declara-
tion against the sale of nature. “Why 
are companies and some conservation 
organizations willing to assess natu-
ral capital? To prove that is extremely 
precious?” asks Tricarico. “We know 
that. Estimates say that ecosystem 
services provided annually by our bio-
sphere add up to 33 trillion US dol-
lars, almost half of the global GDP.”

“What the Natural Capital Decla-
ration clearly states is that the only 
way to preserve nature is to make it 
subject to the market laws” says Trica-
rico. According to Re: Common and 
other NGOs, the financial communi-
ty is only interested in new forms of 
investment, after speculating on land 
and food commodities. The so-called 
biodiversity offsetting schemes, that 
affirm that a forest or a marshland in 
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Illicit trafficking of precious 
metals and its destabilizing 
factors in systems of affected 
countries 
By Peter H. Bishop

Illicit trafficking in precious metals1 is an integral part of a growing international trend, of which the continued 
existence depends on organised crime, corruption and developmental inequalities. The problem of illicit trafficking 
in precious metals entails organised criminal groups exploiting loopholes in national and international legislation as 
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society; the facilitation of an influx of 
illegal migrants and subsequent hu-
man trafficking as well as the illegal 
trade in arms and explosives. 
The total economic impact of losses 
suffered by affected countries produ-
cing precious metal unfortunately is 
not accurately quantifiable. Even rela-
tively well researched statistics do not 
take into account the secondary ef-
fects of such losses. Economic growth 
and development is adversely affected 
through the fleecing of national assets 
and resources, leading to large losses 
in government revenue, declines in 
business revenue, threatening the via-
bility and long-term sustainability of 
mines and their secondary industries, 
as well as the development of local 
communities. The growth in unem-
ployment amongst miners and secu-
rity costs to combat the phenomenon 
add further burdens on the public 
funds and threatens the viability of 
the global industry. 

Not every country has the ability to 
produce and refine the metals to pu-
rity, and has to rely on other countries 
for such purposes. The metals are in 
most instances transported in an un-
refined or semi-refined form across 
the globe to international refiners. 
Due to the unrefined and semi-re-
fined form of the metal, it makes it 
easy for organised criminal groups 
to move the commodity effortlessly 
across regional and international bor-
ders to international markets without 
being detected. They don’t hesitate 
to defraud customs organisations by 
under declaring the true value and 
disguising the nature of the metal to 
circumvent regulatory frameworks 
designed to prevent fraud. This in the 
end allows for high yields, with the 
proceeds eventually finding their way 
into foreign bank accounts belonging 
to syndicate bosses.
This crime phenomenon constitutes a 
multi-billion dollar industry presen-
ting a number of challenges and thre-
ats to producing countries’ national 
security, government authority and 
socio-economic development, whi-
ch manifest increased vulnerability 
to international organised crime and 
possible terrorist networks; the com-
promising of security organs, perva-
sive corruption within the state and 

well as gaps in the trade monitoring 
procedures.
Precious metals have significant value 
and have been considered as the stan-
dard for currency worldwide. These 
metals have high economic value and 
are used extensively in industry. This 
has also become the focus of orga-
nised criminal groups in producing 
countries such as South Africa, Afri-
ca, Russia, the USA, South America 
and China. Unfortunately, law enfor-
cement in general has not recognised 
the emerging pattern of this global 
crime yielding high returns on the 
black market that funds other types 
of organised crime and terrorism and 
has thus not accorded it the same pri-
ority as they have other serious cri-
mes.

Illicit trafficking in 
precious metals  is 
an integral part of a 
growing international 
trend, of which the 
continued existence 
depends on organised 
crime, corruption 
and developmental 
inequalities
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remain the target for organised crimi-
nal groups.
The rapid expansion of internatio-
nal transportation infrastructure and 
modern international telecommu-
nication and banking systems, have 
assisted in facilitating the illicit traf-
ficking in precious metals to markets 
which are today poorly regulated. 
Not all countries share the same fo-
cus, priorities or understanding with 
respect to the actions that ultimately 
contribute to organised crime and 
corruption. Various types of organised 
crime2 are in most cases inter-related. 
However, international indifference 
to actions that are neither considered 
a crime, nor morally reprehensible in 
a particular country, hampers the fi-
ght against such local crimes of illicit 
trafficking in precious metals.

The international 
community must now 
recognise the severity of 
the threat and issue a call 
to action by international 
bodies, law enforcement 
agencies and industries 
to help combat this 
emerging crime
A lack of insight generated by the fact 
that these actions are not a crime or 
even considered morally reprehen-
sible in a foreign country, leads to a 
failure in viewing the particular crime 
in its proper context within the entire 
criminal value chain of organised cri-
me, and makes policing of this com-
modity challenging.
The international community must 

This crime phenomenon 
constitutes a multi-
billion dollar industry 
presenting a number of 
challenges and threats 
to producing countries’ 
national security, 
government authority 
and socio-economic 
development
The illicit trafficking in precious 
metals consists of at least five iden-
tifiable, complex and interlinked le-
vels of organised criminal activity 
ranging from individual criminal mi-
ners; gangs and illegal mining bosses; 
bulk buyers at national/regional level 
in the form of licensed or registered 
entities; front company exporters and 
international intermediary companies 
and buyers. It stands to reason that to 
effectively deal with the demand and 
supply chain, the national, regional 
and international illicit buyer market 
has to be dealt a severe blow. The suc-
cess of these illegal activities depends 
on highly sophisticated export routes, 
the extensive use of international ban-
king facilities, and the participation of 
governments and global companies, 
either willingly or unwillingly. 
A number of platinum group me-
tal and gold refineries situated in 
non-mining countries create a paral-
lel market for illicit operations as a 
result of the complex methodologies 
employed by organised crime syndi-
cates to conceal the country of origin. 
If these illicit operations are left un-
checked, major mining countries will 
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2Human trafficking, human smuggling, slavery, child labour, drug trafficking, gun running, organised corruption, money laundering, gang 
activity etc.

now recognise the severity of the 
threat and issue a call to action by in-
ternational bodies, law enforcement 
agencies and industries to help com-
bat this emerging crime. 
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Environmental crime and 
instability: the role of criminal 
networks in the trafficking and 
illegal dumping of hazardous 
waste
By Valentina Baiamonte and Elise Vermeersch

Amongst environmental crimes, trafficking and illegal dumping of waste has become a significant source of revenue, 
attracting growing interest of unscrupulous brokers as well as criminal networks. This crime poses not only a serious 
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ducing and importing countries. As 
demonstrated by different Interpol 
operations7, through worldwide rou-
tes going from Europe, North Ameri-
ca and Japan to South-East Asia and 
Africa, brokers and traffickers have 
deployed well-organized networks 
able to illegally dispose or dump ha-
zardous waste. Regional flows are also 
well-established. The destination of 
hazardous waste is not a mere coin-
cidence. While China or India ac-
cept huge amounts of waste in order 
to recycle and recover raw materials, 
African countries are looking for se-
cond-hand material usable eventually 
after repair. 

Assessing the link between illegal 
trade of e-waste and criminal activi-

The rising production of hazardous 
waste correlatively led to an increase 
of transboundary movement. Espe-
cially electrical and electronic waste, 
with a production of 41.8 millions 
tons in 20102 and an expected jump 
of one-third to 65.4 millions tons by 
2017,3 is deemed to be “the fastest 
growing waste stream in the world, 
a consequence of rapid turnover of 
electronic devices”.4 Coupled by low 
risk of prosecution, light sentences 
and the guarantee of high profits, wa-
ste management and trafficking have 
become an attractive business for cri-
minal networks. Recent reports, such 
as the Europol threat assessment on 
environmental crime,5 have highli-
ghted the involvement of organized 
crime in certain countries, although 
organized crime networks are not 
the only actors acting illegally in this 
field. In fact, investigations reveal that 
an increasing number of legal enter-
prises decides to traffic or illegally 
dump their waste through unscrupu-
lous brokers and facilitators to cut co-
sts and maximize profits.6 

Despite the formal ban of all exports, 
illegal trade and dumping of hazar-
dous waste has become and remains 
a global threat affecting major pro-

threat to the environment and human 
health, but has also become one of the 
causes for social and economic insta-
bility. 
Electronic, chemicals, but also ra-
dioactive waste is dumped in illegal 
landfill sites, buried, or dispersed into 
the sea. “Illegal” does not only refer to 
the dumping of the waste, but also to 
its transportation, or management of 
landfills in violation of international 
or domestic legal provisions. Interna-
tional legal instruments - specifically 
the Basel Convention which gathers 
180 Parties - define ‘hazardous’ waste 
on the basis of the pollutants it con-
tains such as lead, mercury, cadmium, 
chromium, arsenics, etc.1 Together 
with the definition of hazardous wa-
ste, international provisions stress the 
international ban to import any sort 
of hazardous waste to African states 
parties to the Bamako Convention, 
from any state not part of it. The Ba-
mako Convention uses a format and 
language similar to that of the Basel 
convention, but it is stronger in refer-
ring to the prohibition of all imports 
of hazardous waste; it does not make 
exceptions on certain types of hazar-
dous waste (like those for radioactive 
materials) made by the Basel conven-
tion. 
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1The main Conventions regulating hazardous waste and dealing with illicit waste trafficking are: the Basel Convention on the Control of 
Transboundary Movements of Hazardous Waste (1992); the Bamako Convention on the ban of the Import into Africa and the Control of Trans-
boundary Movement and Management of Hazardous Wastes within Africa (1998); the Rotterdam Convention on the Prior Informed Consent 
Procedure for Certain Hazardous Chemicals and Pesticides in International Trade (2004); the Stockholm Convention on Persistent Organic 
Pollutants (2004).
2Interpol (2011). “Strategic analysis report on illegal export of electronic waste to non-OECD countries”. 
3StEP Initiative (2013). “World E-Waste Map Reveals National Volumes, International Flows”. Available online at: http://www.step-initiative.
org/index.php/newsdetails/items/world-e-waste-map-reveals-national-volumes-international-flows.html 
4UNEP Press release (2013). “UNEP and INTERPOL Assess Impacts of Environmental Crime on Security and Development”. Available online 
at: http://www.unep.org/environmentalgovernance/News/PressRelease/tabid/427/language/en-US/Default.aspx?DocumentID=2755&Arti-
cleID=9686&Lang=en 
5Europol (2013). “Threat Assessment on Environmental Crime in the EU”. Available online at: https://www.europol.europa.eu/content/
threat-assessment-2013-environmental-crime-eu
6Legambiente (2011). “Rapporto Ecomafia”; Europol (2013) “Threat Assessment – Environmental crime in the EU”. Available online at: https://
www.europol.europa.eu/content/threat-assessment-2013-environmental-crime-eu 
7Project Eden (2013); Operation Haz and Haz 2 (2010);  Operation Enigma, Phase I (2012). More information available at:  http://www.interpol.
int/Crime-areas/Environmental-crime/Operations and http://www.interpol.int/News-and-media/News-media-releases/2013/N20131107
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consequence of fraud, and tax eva-
sion, but also “pollution” of the legal 
economy by criminal actors through 
money laundering and control of legi-
timate companies active in the waste 
management sector.  

Waste trafficking is a crime facilitated 
by the corruption of public officials in 
charge of permits, law enforcement 
and customs as well as politicians, 
who can ease the solving of bureau-
cratic issues related to the achieve-
ment of permits and document fal-
sification9. In order to have a better 
understanding of this risk, UNICRI 
is carrying out a research on the in-
teractions between environmental 
crimes and corruption. The study will 
identify risk and vulnerability factors 
for the development of more effective 
strategies in tackling environmental 
crime and curbing corruption.

While China or India 
accept huge amounts 
of waste in order to 
recycle and recover 
raw materials, African 
countries are looking for 
second-hand material 
usable eventually after 
repair
Illicit waste trafficking is a serious 
threat for destination countries where 
untreated hazardous waste is dumped 
into the ground or waters, or manual-
ly disassembled with little or no re-
gard being paid to health and safety 
issues for the population, and to the 
enduring damages caused to the en-
vironment. Illegal waste management 
represents however, also an increasing 
threat for producing countries, as a 

ties is a difficult endeavor in conside-
ration of the undetermined extension 
of grey areas in the waste business. In 
this regard, UNICRI is taking part in 
the “Countering WEEE Illegal Tra-
de project (CWIT)” led by Interpol. 
This two-year research project aims 
to analyze the illegal flows of e-waste, 
highlighting connections with other 
criminal activities, and identifying the 
criminal networks involved.

Link between environmental 
crime and instability

As recently highlighted by UNEP 
and Interpol, “environmental crime 
affects all sectors of society and is 
often linked with the exploitation of 
disadvantaged communities, human 
rights abuses, violence, conflict, mo-
ney laundering, corruption and inter-
national criminal syndicates”.8
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8UNEP Press release (2013). “UNEP and INTERPOL Assess Impacts of Environmental Crime on Security and Development”. Available online at: 
http://www.unep.org/environmentalgovernance/News/PressRelease/tabid/427/language/en-US/Default.aspx?DocumentID=2755&Arti-
cleID=9686&Lang=en 
9Tatiana Terekhova (2011). “Transboundary Movements of Hazardous Wastes and Corruption: The Special Case of E-waste in West Africa”. In 
UNODC “Corruption, Environment and the United Nations Convention against Corruption”. Available online at: http://www.unodc.org/docu-
ments/southeastasiaandpacific/indonesia/publication/Corruption_Environment_and_the_UNCAC.pdf
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extract copper wires. What is left of 
the material is then buried, burned or 
sold to brokers.14 
The recent protest that occurred in 
the area of Naples is an evidence of 
the social repercussions caused by il-
licit waste traffic of chemicals, toxic 
and radioactive waste dumped in the 
Southern Italian region of Campania 
that lasted over 20 years. 15During an 
Italian Parliamentary Commission 
investigation in 1997,16 the state’s 
witness Carmine Schiavone, former-
ly affiliated to the Camorra, claimed 
that different types of waste had been 
illegally dumped in region: toxic re-
siduals produced by companies in 
Central and Northern Italy, and even 
radioactive sludge from other coun-
tries. Italian criminal groups involved 
in the business, the Camorra in par-
ticular, opted for dumping the waste 
locally in order to minimize transpor-
tation costs.17 

It is also to be noted that in times 
of economic and financial crisis, licit 
companies might be tempted to turn 
into brokers or facilitators offering 
much cheaper services, without inqui-
ring whether they act in compliance 
with the law and the proscribed safety 

Asia,12 where in most cases recycling 
infrastructure for hazardous waste is 
weak with dramatic consequences for 
human health and the environment. 
A report by the ILO provides a clear 
description of the bad working condi-
tions of workers in the waste sector in 
these countries, highlighting the link 
with numerous serious diseases. 

Waste trafficking is a 
crime facilitated by the 
corruption of public 
officials in charge of 
permits, law enforcement 
and customs as well as 
politicians
In China for example, workers suf-
fer of skin lesions, malfunctioning of 
respiratory system, cancer or tuber-
culosis.13 Informal e-waste recycling 
can be catastrophic for health and 
the environment. As reported by the 
United Nations University, in Ghana, 
teenagers and sometimes even chil-
dren manually dismantle equipment 
imported from Europe and North 
America and set the wires on fire to 

Corruption is a key factor in those 
countries where instability is at its 
most as a consequence of economic 
crisis, civil war, or poverty.10 A re-
markable example of how illicit waste 
trafficking is prompted by instability 
is the case of Somalia. The civilian 
conflict that affected Somalia for 
more than 20 years, the absence of the 
rule of law and respect for human ri-
ghts encouraged Italian mafia groups 
and corrupted public officials to enter 
this area. In 2006, the Italian Parlia-
mentary Commission investigated on 
the possible link between waste and 
arms trafficking11; in this regard, evi-
dence was found that conventional 
weapons were given to armed groups 
involved in the civil conflict in return 
for sites where hazardous waste of all 
kind was buried, dispersed or even 
burnt. Still today, Somali people are 
suffering from the consequences of 
this illicit waste trafficking from toxic 
and radioactive waste: deformations 
to the urinary system, cancer and 
childhood leukemia.

Europol noted an increase in the vo-
lume of illegal trade between the Eu-
ropean Union and the most affected 
destination countries in Africa and 
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10Interview by Paul Moreira to Pietro Sebri, one of the most important brokers charged with the enhancement of new routes and destinations of 
hazardous waste illegally trafficked. Moreira P. (2010). “Toxic Somalia: L’autre Piraterie”, documentary for Arte France. Video available online 
at: http://www.youtube.com/watch?v=o3sjVkyI2Wc
11Camera dei Diputati (2006). Commissione Parlamentare d’inchiesta sulla morte di Ilaria Alpie e Miran Hrovatin. Available at: http://www.
camera.it/_dati/leg14/lavori/documentiparlamentari/indiceetesti/022bis/001ter/INTERO.pdf and http://www.camera.it/_dati/leg14/lavori/
documentiparlamentari/indiceetesti/022bis/001bis/INTERO.pdf
12Europol (2013). “Threat Assessment on Environmental Crime in the EU”. Available online at: https://www.europol.europa.eu/content/
threat-assessment-2013-environmental-crime-eu 
13ILO (2012). “The global impact of e-waste - Addressing the challenge”. Available online at: http://www.ilo.org/wcmsp5/groups/
public/---ed_dialogue/---sector/documents/publication/wcms_196105.pdf
14UNU/StEP Initiative (2013), “Solving the E-waste Problem (Step) Green Paper. Transbondary Movements of Discarded EEE”. Available online 
at: http://isp.unu.edu/publications/scycle/files/ewaste_flow.pdf.
15Declassified questioning of Carmine Schiavone within the Parliamentary Commission on illicit waste trafficking, XII Legislation, 7 October 
2007, pp. 6-8. Full text available (only in Italian) at: http://leg13.camera.it/_bicamerali/rifiuti/resoconti/Documento_unificato.pdf
16Parliamentary Commission (1997). Enquiring on the Waste Cycle, XIV Legislation. Available online at: http://leg13.camera.it/_bicamerali/
rifiuti/resoconti/Documento_unificato.pdf
17Ibidem. See supra. 
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market or lowering the price and the 
quality of their services in order to 
compete with brokers and criminals.

In conclusion, waste trafficking and 
illicit waste management increasingly 
pose a threat for the socio-economic 
stability. In this regard, it is essential 
to raise awareness of the international 
community, enforcement agencies, 
environmental organizations and civil 
society, on the quantity of hazardous 
waste generated, the dangers posed to 
health and environment, but also on 
the negative impact on the legal eco-
nomy and the serious crimes involved. 
With these objectives, UNICRI in 
collaboration with UNEP has organi-
zed a high-level International Confe-
rence on current and emerging threats 
posed by environmental crime which 
produced a Plan of Action with re-
commendations on the way forward20. 
As requested by the United Nations 
Economic and Social Council in its 
Resolution 2012/19, UNICRI in clo-
se partnership with experts and insti-
tutions at the international level21 will 
continue conducting research on dif-

ferent forms of transnational organi-
zed crime, including those having an 
impact on the environment.

standards. On the other hand, Italian 
Ecomafia18 appear to have infiltrated 
the legal economy through extortion, 
violence and direct acquisition and 
control of companies active in this 
sector. Construction, transportation, 
or land disposal firms are used to ille-
gally manage the waste and facilitate 
the trafficking from the production 
sites to the final dumping. A recent 
example comes from a criminal in-
vestigation carried out in the New 
York Metropolitan Area, as a result of 
which twelve members of three crime 
families have been charged with “con-
spiring to participate in a racketeering 
enterprise that asserted illegal and ex-
tortionate control over commercial 
waste hauling companies.” Hidden 
behind seemingly legitimate enter-
prises, the accused were engaged in 
crimes including extortion, loan shar-
king, mail and wire fraud, and stolen 
property offenses.19

The presence of these kinds of actors 
prompts the distortion of market and 
of the rules of fair competition. Firms 
offering a safe and sound disposal of 
the waste will be forced to leave the 
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18The term “Ecomafia” was first introduced in Italy in 1994 by the NGO Legambiente, with the report The Ecomafia Report and its effects. 
Nowadays this term has entered in the common language to indicate sector of the Mafias involved in illicit activities posing serious risk for the 
environment.
19Waste management world (2013). “Waste Mafia Charged in New York”. Available online at: http://www.waste-management-world.com/arti-
cles/2013/01/waste-management-mafia-charged-in-new-york.html 
20More information on: http://www.unicri.it/topics/environmental/conference/ 
21Economic and Social Council (2012). Resolution 2012/19 “Strengthening international cooperation in combating transnational organized 
crime in all its forms and manifestations”. Available online at: http://www.unodc.org/documents/Wildlife/ECOSOC_resolution_2012-19.pdf  
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Contemporary racism across 
Europe
By Veronika Bajt

Developments in a number of countries worldwide show that the power of racist ideas remains strong, even forging 
movements and political parties that can result in deadly consequences. Various daily manifestations of racist hate 
speech and discrimination are a reminder of the persisting importance of this phenomenon as a social and political 
issue in the contemporary global environment, for racism remains a vibrant influence on current social and political 
movements, even on state policies. As one such timely example, the virulently anti-Semitic and racist Greek political 
party Golden Dawn combines both legal (running for elections) and illegal action (violently assaulting migrants) with 
a heavy nostalgia for the Third Reich. In Hungary, the Hungarian Guard, which is a paramilitary militia of the Jobbik 
party, terrorises the Roma people, even murdering some, forcing them to flee the country. A myriad of other examples 
could further be listed, which is why it is essential to develop a common culture of stigmatization of racism and pro-
mote a proactive role of community actors who can not only recognise and report these phenomena but also actively 
contrast racism, xenophobia, and related forms of intolerance throughout Europe. 

The LIGHT ON project addresses the dangerous underestimation of the progressive normalization of racist images 
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Contemporary racism 
does not create 
differences based on 
biological aspects, but 
on the basis of alleged 
‘insurmountable’ cultural 
differences
In all the five countries included in 
the LIGHT ON project (Finland, 
Hungary, Italy, Slovenia and the Uni-
ted Kingdom), the exclusionary racist 
logic perceives the supposed cultural 
characteristics of minority and im-
migrant communities as a ‘problem’ 
or ‘threat’ that represents something 
fundamentally different from the 

Even though explicit and blatant for-
ms of racial hatred and discrimination, 
such as physical violence still endure, 
a wider definition of racism enables us 
to understand and reveal more covert 
or subtle kinds of the phenomenon. 
These ‘newer’ forms of racism are so 
embedded in social processes and 
structures that they are even more 
difficult to explore and challenge. 
Neo-racism is a much more subtle 
form of racism, one which induces pe-
ople to claim that they are not racist, 
and has been especially recognised in 
contemporary anti-immigrant atti-
tudes, laws and policies. The concept 
of ‘race’ (associated with biology and 
‘nature’) is in this way replaced by the 
concept of culture. Contemporary ra-
cism does not create differences based 
on biological aspects, but on the basis 
of alleged ‘insurmountable’ cultural 
differences, assuming the ‘danger of 
mixing’ and the ‘danger of elimination 
of boundaries’ between supposedly 
different cultures or civilizations, the 
incompatibility of lifestyles and tradi-
tions – building distinction, exclusion 
and intolerance based on difference.

and expressions in European Union 
(EU) societies. Pointing out the im-
mense social disvalue and destabili-
zing effects of racism, however, the 
project aims at recognising racist ma-
nifestations, language and symbolism. 
As with other related phenomena, 
such as nationalism and xenophobia, 
racism – especially in its contempo-
rary subtle forms – has a tendency to 
become normalized. The widespre-
ad trend of considering various xe-
nophobic and racist manifestations 
in daily life (e.g. pictures, tattoos, slo-
gans, speeches, videos, web contents) 
as a normal part of social relations 
gives cause for concern. Even more 
worryingly, media reporting has been 
shown to contribute to a perpetuated 
degrading and exclusion of minority 
groups, such as migrants or Roma 
people, because sensationalist media 
reporting tends to represent racist 
outbreaks of the majority population 
as a ‘normal’ reaction of the state and 
the people. Moreover, rather than re-
vealing the social disvalue of racism, 
normalization is in direct relation to 
the frequently applied practice by the 
perpetrators of playing the part of the 
victims (in terms of ‘we are only de-
fending ourselves and our rights’). A 
shared ‘nativist’ pan-European root of 
racism can therefore be discerned in 
various social and economic policies 
that put ‘our own people’ first – parti-
cularly in the current situation of the 
global social and economic crisis.

Moreover, rather than 
revealing the social 
disvalue of racism, 
normalization is in direct 
relation to the frequently 
applied practice by the 
perpetrators of playing the 
part of the victims
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‘problem’ or ‘threat’ that 
represents something 
fundamentally different 
from the majority 
population
Skewed media representations also 
fuel discriminatory attitudes towards 
minority groups, migrants and asylum 
seekers. Hate speech is far from limi-
ted to media and extremist groups, 
but features as part and parcel of 
political discourse. The link between 
racism and nationalism is obvious 
across Europe, where exclusionary 
‘national interests’ are put to the fore, 
claims of  ‘patriotic’ endeavours for 
the ‘homeland’ are made, and populist 
hate speech intersects with sexist, ho-
mophobic, racist and generally intole-
rant discourse. In addition to localised 
vilified scapegoats that are picked at 
in specific national contexts, across 
Europe racism remains primarily fo-
cused on migrants, Roma, Muslims, 
and Jews, who are constructed, discri-
minated against and persecuted as the 
undesired ‘outsiders’.

racist discrimination, but also other 
communities, like the “southerners” 
of the former Yugoslav republics and 
Muslims in Slovenia, or Jews in Hun-
gary. Ascribed religious and ethnic 
characteristics seem to additionally 
reinforce the inequality and discri-
mination of these communities in an 
intersectional manner. 

The economic crisis has in recent 
years fuelled the rise of various po-
pulist and radical right-wing groups 
e.g. the English Defense League and 
anti-EU and anti-immigration par-
ty Ukip (UK Independence Party), 
Forza nuova (New Force) and the 
anti-immigration party Lega Nord 
(North League) in Italy, the True 
Finns party in Finland, the Jobbik 
party in Hungary. 

The exclusionary 
racist logic perceives 
the supposed cultural 
characteristics of 
minority and immigrant 
communities as a 

majority population. Finland, Italy 
and UK are countries with large im-
migration especially from Arab coun-
tries of Africa, Middle East and Asia. 

These ‘newer’ forms of 
racism are so embedded 
in social processes and 
structures that they are 
even more difficult to 
explore and challenge. 
Neo-racism is a much 
more subtle form of 
racism
In Finland, street violence towards 
migrants from Somalia is higher than 
anywhere else in Europe. In all the 
three countries, the Muslim commu-
nities are the most vulnerable victims 
of racist prejudice and discrimination. 
Even though Hungary and Slovenia 
are currently not dealing with mass 
immigration, migrants have still 
been frequently used as a scapegoat 
and discriminated against. Moreover, 
across Europe the Roma people are 
by far the most frequent victims of 
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LIGHT ON
LIGHT ON project ( January 2013 - December 2014) refuses racism and its related images and habits as a normal 
expression of public life and investigates how they harm the society. LIGHT ON calls for everyone to put racism in the 
spotlight and combat it, and the project also promotes positive role models through tools such as a wiki, a social network 
based reporting system and a video documentary, which is set to inspire European communities to respond to these signs. 
The partnership of the project wants to activate a European community against racist and discriminatory symbols, which 
also has the benefit of the support of a group of European Advisors (with representatives from the 5 EU macro areas), who 
evaluate the replicable features of the tools, their impact, and their correspondence with European needs. LIGHT ON is 
co-funded by the Fundamental Rights and Citizenship Program of the European Commission. ( http://www.unicri.it/
special_topics/hate_crimes/  )

Veronika Bajt
Veronika Bajt (PhD in Sociology, University of Bristol, UK) has been a researcher at the Peace Institute since 2006, 
where she works on international projects on migration, nationalism, racism, citizenship, media and policy analysis. The 
Peace Institute – Institute for Contemporary Social and Political Studies (Ljubljana, Slovenia) – is a non-profit research 
institution developing interdisciplinary research activities in various fields of social and human sciences (i.e. sociology, 
anthropology, political science, philosophy, economies and law). The goal of the Institute is not only to adopt a critical stance 
towards events in the society but also to actively intervene in these events, to link academic research and reflection with 
practical educational and strategic advisory activities in various fields of public policy and public action in general. The 
Peace Institute is one of the partners at the LIGHT ON project. ( http://www.mirovni-institut.si/Main/About/en/ 
http://www.mirovni-institut.si/Main/About/en/ ) 
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Explaining violence and social 
disorganization in Ciudad 
Juarez
Destabilizing factors in urban settings

By Robert Muggah and Carlos Vilalta

The most visible manifestations of urban violence encompass physical and psychological harm against persons – from 
homicide to other forms of victimization. For more than a century social scientists have also studied the ways in which 
violence reconfigures social and spatial relations and triggers cycles of insecurity and fear that span generations. There 
is also evidence that “structural” forms of urban violence arising from the degradation of urban economies and austerity 
measures can equally contribute to a “break down” in social life leading to new forms of violence. An especially discon-
certing manifestation of urban violence is found in Mexico.  

In just a few years, Mexico’s war on drugs has claimed between 30,000 and 60,000 lives with most of these intentional 
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drug-related and property crimes are 
highly spatially concentrated, as is the 
tendency of criminals to live close to 
areas where they operate. It is for this 
reason that certain city areas can be 
classified as “crime endemic”.

What is especially 
unsettling is the 
appalling brutality, the 
symbolic and ritualized 
nature of violence, 
often intended to send 
messages to secure 
territory and expand 
influence
There is an array of competing expla-
nations for what contributes to the 
causes of social disorganization and 
the spatial concentration of violent 
crime in so-called “hot spots”. Certain 
scholars contend, for example, that 
there are typically areas within cities 
that offer more intrinsic opportunities 
for criminal activity owing to political 

ty is not without precedent. Indeed, 
human geographers and sociologists 
have studied spatial aspects of crimi-
nal behavior and criminality for more 
than a century. A particular focus of 
these scholars is on the ways in which 
the built-up city – and in particular its 
rapid growth – influences individual 
social bonds within communities. 
Many of them argued that increased 
proximity engendered networks that 
were temporary, transitory and instru-
mental and in some instances, contri-
buted to a rise in neighborhood crime 
and criminal violence. These insights 
soon gave rise to the so-called theory 
of social disorganization.  
Contemporary formulations of the 
theory suggest that it is not princi-
pally the ethnic or “identity” com-
position of specific settings that are 
the principal drivers of neighborhood 
crime, but rather the real and relati-
ve absence of social support networ-
ks, social capital, and the inability 
of communities to sustain collective 
action. Yet a number of key insights of 
scholars associated with the so-called 
French and Chicago schools remain 
constant today in Mexico. Specifically, 

deaths concentrated in the northern 
states. The country’s national homi-
cide rate rapidly increased over the 
past few years from 8.1 homicides per 
100,000 in 2007 to 23.7 homicides 
per 100,000 in 2011. The homicide 
rate supposedly declined, albeit mar-
ginally, to 22 per 100,000 in 2012. 
The overall escalation in violence was 
linked to deployment of more than 
60,000 soldiers by former President 
Calderon and subsequent inter-cartel 
violence. What is especially unsettling 
is the appalling brutality, the symbo-
lic and ritualized nature of violence, 
often intended to send messages to 
secure territory and expand influence. 

In just a few years, 
Mexico’s war on drugs 
has claimed between 
30,000 and 60,000 lives
In order to fully apprehend the full 
extent of Mexico’s urban violence 
crisis it is necessary to consider its 
geographic dimensions. The conside-
ration of the geography of criminali-
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nomic recessions and weak family 
structures were fundamental in laying 
the foundations for the onset of vio-
lence. The rapid spike in inter-cartel 
related violence since 2006 served 
as the trigger. In spite of recent de-
clines, Ciudad Juarez is today one of 
the most violent cities on the planet. 
Between December of 2006 and De-
cember 2010, some 6,437 homicides 
were linked to the so-called organi-
zed crime war. Yet between 1994 and 
2010, just 1,792 individuals were sen-
tenced for committing homicide.

Homicidal violence is not 
only highly spatially clu-
stered but it is also cor-
related with a number of 
compositional variables 
or social factors
In a recent empirical study, we corre-

and 1965 under the Bracero program 
hundreds of thousands of farm wor-
kers migrated to the United States 
crossing through the city. Following 
its closure, the city had expanded to 
almost 400,000 inhabitants. Urban 
planning was subsequently redirected 
toward industrialization for the Uni-
ted States consumer market including 
the hiring of unskilled labor, particu-
larly women in the so-called maqui-
ladoras. Unlike the Bracero program, 
the maquiladoras initiative continued 
to attract young workers – particu-
larly women. It also had a socially 
structuring effect, including the ra-
pid growth of slums, sustained male 
unemployment, low-paid working 
mothers and children reared in single 
parent households.

The (unintended) effects of these two 
programs contributed to a gradual 
process of social disorganization in 
Ciudad Juarez. The resultant chronic 
income vulnerability, successive eco-

neglect and the absence of state pre-
sence together with local economic 
decay. Other geographical findings 
of social disorganization link higher 
crime rates with areas exhibiting a 
higher density of offenders, a higher 
percentage of rental housing, and lar-
ge social housing projects. Likewise, 
the probability of becoming a crimi-
nal is also increased if the individual 
is raised in a highly criminal area. 
The causal mechanism here is that a 
higher density of criminals increases 
the chances of meeting accomplices 
due to wider network and closer com-
munication between them.

Social disorganization in 
Ciudad Juarez 
Although contemporarily known for 
spectacular levels of organized violen-
ce, Ciudad Juarez is also historically 
recognized as a key economic engine 
of Mexico. With a total estimated 
population of 1.3 million, it holds a 
disproportionately important manu-
facturing base. Due to its strategic 
location at the border with the Uni-
ted States, Ciudad Juarez is one of the 
most economically important cities in 
the country. Much like other Mexi-
can cities on the United States bor-
der, Ciudad Juarez also exhibits mixed 
“social dichotomy” characteristics. 
Indeed, since its founding, the city 
has experienced complex and often 
black-market forms of trans-border 
trade and socio-economic characte-
ristics. During the prohibition era of 
the 1930s, for example, bars and clubs 
multiplied in the downtown area just 
across the border bridge of Juarez-El 
Paso.

Ciudad Juarez has also served as a 
“gateway” city. Literally millions of 
migrants have passed through the city 
or stayed on as short- and long-term 
residents. For example, between 1942 

Freedom From Fear Magazine
Destabilization  
Explaining violence and social disorganization in Ciudad Juarez

©
 U

N
 P

h
ot

o/
P

at
 G

ou
dv

is



45Issue 9 -

lated homicide rates in districts falling above and below the arithmetic mean with socioeconomic variables associated 
with social disorganization in the city. Specifically, the assessment used regression analysis to appraise the relationship 
between more than 200 independent variables and homicidal violence. We found that there are at least 12 statistically 
significant underlying demographic and socioeconomic factors that correlate with the above-average incidence of 
criminal violence in Ciudad Juarez. 

Many of these “risks” are reported in other settings and include low levels of employment, low access to social security, 
vacant and inadequate housing, and low levels of education and migration. In other words, there are signs that areas 
characterized by urban poverty and marked deterioration are also susceptible to disproportionately high risks of ho-
micidal violence. Others are more “protective” and are linked to higher rates of education, social cohesion and formal 
education or schooling. We then graphically visualized these risk and protective factors in a venn diagram to highlight 
the extent of their statistical influence. 
 
The assessment detected 6 specific factors that appear to be robustly associated with higher levels of homicidal violence 
(see Figure 1). These demographic and socioeconomic factors include population born in another state, population 
above 15 with more than 9 years of schooling, average schooling among male population, population registered to 
social security services, vacant housing, and occupied home units with no access to water inside its premises. A number 
of these variables are intuitive and are associated with the apparently directed forms of armed violence along Mexico’s 
border with the United States. Yet as we shall see below, others are more counter-intuitive. More important for the 
purposes of this article, many are predicted by the social disorganization theory.

Figure. 1. Risk factors shaping homicidal violence in Juarez
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As noted above, there are at least 6 socioeconomic factors that negatively cor-
relate with criminal violence in Ciudad Juarez (see Figure 2). These “protective 
factors” include female population between 6 and 11 years old that do not 
go to school, populations exhibiting employment, populations registered to 
the social program Seguro Popular, populations over 12 that are married, the 
prevalence of temporary housing, and occupied home units with no cemented 
floors. Put another way, reported homicide was lower, on average, in police 
districts exhibiting higher incidence of these factors.

Figure 2. Protective factors against homicidal violence in Juarez
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In order to develop a sophisticated set of responses to preventing and redu-
cing criminal violence in settings such as Ciudad Juarez it is essential to bet-
ter understand its underlying causes. Policy makers and their electorates are 
easily susceptible to narrowly conceived and heavy-handed responses. When 
reliable and valid information is often missing, it is natural that responses 
often treat perpetrators and victims in dichotomous boxes. Yet a closer reading 
of the underlying social conditions of specific urban settings and the spatial 
dynamics of homicidal violence reveal a more expansive range of alternative 
entry-points.
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A future without fear?

In parts of Mexico and also likely in 
other similar settings, homicidal vio-
lence is not only highly spatially clu-
stered but it is also correlated with a 
number of compositional variables or 
social factors. Specifically, we detected 
a set of underlying risk factors and 
protective factors operating in Ciudad 
Juarez between 2009 and 2010. What 
is more, we found that social disor-
ganization correlates with violence 
and this premise was partially confir-
med, albeit in some cases with some 
unexpected relationships emerging. 
Nevertheless, there are some grounds 
for cautious optimism in Ciudad Jua-
rez. 

In the wake of massive programs such 
as Todos Somos Juarez (TSJ) laun-
ched in 2010, rates of violence have 
dropped dramatically. With hundreds 
of millions spent, TSJ constitutes one 
of the single largest federal crime pre-
vention initiatives in Mexican history, 
so questions about its replicability re-
main. There are also concerns about 
the extent to which these funds are 
appropriately targeting risk and pro-
tective factors. There is comparatively 
limited public information about how 
much, when, and where specific in-
vestments are being made. The absen-
ce of such data is in large part due to 
the lack of citizen involvement in pu-
blic policy making. Without genuine 
citizen participation and a concerted 
focus on identified risk and protective 
factors, it may be difficult to sustain 
the impressive gains already achieved.

© UN Photo/F Keery
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Destabilizing the future: 
the Lebanese Diaspora 
A country with no youth is a country with no future 

By Erik Chiniara 

It is hard to delimit the percentage of Lebanese emigration every year.  We do not know exactly how many people leave 
Lebanon. The political sensitivities of the country preclude efforts to collect reliable data on the number of emigrants. 
No official census has been taken since 1932 for fear of upsetting the fragile agreement governing the division of power 
between the various rival Lebanese confessions.
This subject is taboo. In fact, the real concern is that the new confessional and religious composition of the population 
would be revealed. 
It is without doubt that successive governments have been ignoring the need to create an organized database, so that 
we would know who is entering and mostly leaving the country. 
However, some research has been conducted and estimates have been provided by several non-governmental organi-
sations. 

Freedom From Fear Magazine
Destabilization   
Destabilizing the future: the Lebanese Diaspora 

This section of Freedom From Fear includes the opinions and analyses of young 
people. Young people represent the most valuable capital countries have. Their 
opinions have to be heard and considered while designing and planning new 
strategies to build better societies.
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Lebanon’s youth are very 
pessimistic about the 
future of their country, 
and they have the right to 
be
A country falling apart and a gene-
ration fleeing
For the past two decades, economic 
instability and growing insecurity 
have been pushing young very well 
trained and educated Lebanese to 
emigrate. The main case is insecurity 
and political instability.
Lebanon has been suffering from a 
new campaign of bombings and po-
litical assassinations, since the murder 
of former Prime Minister Rafik Hari-
ri in February 2005.
Lebanon’s youth are very pessimistic 
about the future of their country, and 
they have the right to be. 
Even the most rewarding jobs like 
journalism seem to raise some issues. 
Although working for a local new-
spaper seems to be a stable job, many 
journalism graduates try to emigrate 
to Europe and America where repor-
ters are appreciated, respected and 
decently paid. There, at least, they will 
not need to worry about losing their 
lives in a car explosion or having their 
children kidnapped.
The country is hence, suffering from a 
very serious brain drain. The “ brains” 
of Lebanon are fleeing and this is 
threatening the economic and social 
future of the country. These are young 
people who could invest their know-
ledge and energy in Lebanon and 
eventually foster a strong working 
middle-class of entrepreneurs. 

The young generation being the next 
generation, “a country with no youth 
is a country with no future”; and by 
leaving Lebanon, the young genera-
tion is abandoning the country to the 

According to a survey published and 
conducted by Information Interna-
tional, an independent research centre 
located in Beirut, 30% of Lebanese in 
general – almost one out of three Le-
banese – and 60% of the 18-25 year 
olds want to emigrate. 
Also according to the survey results, 
nearly 12% of undergraduates want to 
leave, as well as over 15% of profes-
sionals.
They cannot be blamed for wanting 
to leave, as the lack of infrastructure, 
the absence of security and the locked 
bureaucratic confessional box that 
Lebanon has placed itself in, are di-
scouraging for most. 

30% of Lebanese in 
general – almost one out 
of three Lebanese – and 
60% of the 18-25 year 
olds want to emigrate
The National Council of Scientific 
Research in Lebanon has recently 
published that more than 50% of the 
graduates leave the country after fin-
ding a job abroad.
 
In this study,  997 Lebanese citizens 
of all ages and all faiths were inter-
viewed across the country. Nearly half 
of the Maronites, the largest Chri-
stian community in the country, said 
they were considering emigrating, 
against about 22% of Shiites and 26% 
of Sunnis.
Lebanon has a population of approxi-
mately four million, and an estima-
ted 16 million of people of Lebane-
se origin living overseas, the largest 
Lebanese communities being located 
in South America, West Africa, the 
United States, Canada, Australia and 
France. 
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the “free world” they shine! In the 
words of the Lebanese poet, Gebran 
Khalil Gebran: “They will succeed 
wherever they are.” 
We may take Canada as an example- 
one of the most welcoming countries 
for Lebanese refugees and migrants. 
And without a doubt, throughout the 
history of Canada, the Lebanese im-
migration has played a significant role 
in the economic and social dynamics 
of the host country. The first (1859-
1917) and second (1938-1960) waves 
of immigration consisted primarily of 
Lebanese working in trade, including 
textiles. But it is mainly from 1968 
to 1992 that the Lebanese massively 
started to immigrate to Canada. 
This last wave was formed initially by 
young desperate Lebanese students 
who studied in Canada and remained 
in the country because of the uncer-
tainty of Lebanon’s future during and 
following the 1975 civil war. 

Given the economic constraints that 
hit Lebanon in the aftermath of the 

sources disappear, we will not be able 
to handle the first two. 
However, even if effective economic 
reforms and better pay progressively 
appear, I fear this will not be enough 
to convince everyone to stay.  Deeper 
socio-political reforms in terms of se-
cularisation are necessary. 
Lebanon is faced with many issues: 
massive emigration from its youth, in-
security and economic meltdown. The 
entire system must be re-modelled.  If 
Lebanon is suffering it is not because, 
the Lebanese are lazy and incapable, 
but simply because they are not given 
a chance to prove themselves. 
Why is that? Lebanon, despite its very 
modern institutions, is still inherently 
based on feudalism. Mentalities have 
not evolved, and people still count on 
their “tribal chief ” for survival.

“They are the victorious wherever they 
go and loved and respected wherever 
they settle” (Gebran Khalil) 
When Lebanese find the opportunity 
to leave their country and finally find 

warlords who have contributed over 
the years to its systematic socio-poli-
tical and economic meltdown.
In the long term, their absence could 
result in a severe shortage of policy 
makers and managers. 

Lebanon is faced with 
many issues: massive 
emigration from its 
youth, insecurity and 
economic meltdown
Living at the expense of our brethren 
living overseas 
In Lebanon, the minimum wage set 
by the state is less than $300 per mon-
th and has not increased since 1996.
According to a World Bank report 
dating May 2007, nearly 26% of the 
gross domestic product (GDP) of the 
country, which amounts to about $5.6 
billions is generated by migrants.
The report also shows that 45% of 
these transactions were carried out by 
the 400,000 Lebanese residing in the 
Gulf countries, especially those who 
live in Saudi Arabia, the United Arab 
Emirates and Kuwait.
The high level of brain drain is the 
result of “inept” policies implemen-
ted by successive governments, whi-
ch have failed to generate economic 
growth at a time when the debt was 
soaring. 
At present, in addition to growing in-
security, extreme indebtedness of the 
country is also an obstacle to econo-
mic growth. According to the highest 
estimates, Lebanon’s public debt in 
2006 stood just over $40 billion, equi-
valent to 209% of the GDP, one of the 
highest debt ratios in the world.
Lebanon has three sources of revenue. 
The first is its natural resources, the 
second is finance and the third – the 
most important – is based on our hu-
man resources. When our human re-
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non. The new generation of Lebanese 
in Canada is very active in this area, 
a piece of evidenced being the Leba-
nese Student Federation in Montre-
al (Tollab). In the same vein, several 
churches and mosques frequented by 
the Lebanese community were foun-
ded in Canada in order to reunite the 
Lebanese spiritually, socially and cul-
turally. 

Lebanon has come a long 
way. From hundreds of 
years of occupation, this 
country is trying to stand 
on its own two feet once 
again
The Lebanese diaspora has proven to 
be very successful, not only in Cana-
da, but all around America, Europe, 
and elsewhere in the world. 
Their success is the result of a certain 
level of education and upbringing but 
mostly a consequence of Lebanon’s 
inherent struggle for freedom.  Every 
Lebanese has inherent in him/her this 
determination for success and victory. 
This struggle for freedom inherited 
from their ancestors may be percei-
ved in the way the Lebanese diaspora 
glows across the globe. 
Lebanon has come a long way. From 
hundreds of years of occupation, this 
country is trying to stand on its own 
two feet once again. Lebanon counts a 
lot on its diaspora for support; howe-
ver, aid from abroad is not enough. 
Change, progress, evolution and pro-
sperity have to come from within.

war, the biggest wave of Lebanese 
immigration to Quebec took place 
between 1989 and 1992. It is estima-
ted that some 120,000 Lebanese im-
migrants fled to Canada in less than 5 
years. Moreover, in recent years, more 
and more Lebanese students enrol in 
Canadian universities applying for 
permanent residence in Canada, and 
dreaming of a better future.  

Today, there are approximately 
400,000 Lebanese in Canada, active 
in all sectors of the economy. In ad-
dition to their professional success, 
the Lebanese in Canada have deve-
loped a sense of belonging vis-à-vis 
the host country. The importance of 
the Lebanese diaspora in Canada has 
greatly contributed to the diplomatic 
relations between the two countries. 
Bilateral high-level visits have suc-
ceeded, as evidenced by the presence 
of former Canadian Prime Minister 
Jean Chrétien in Beirut in October 
2002, during the Summit of the Fran-
cophonie. In addition, cultural and 
academic exchanges between Leba-
non and Canada, including Quebec, 
continue to grow.

While the Lebanese diaspora in Ca-
nada is well integrated, it does not 
forget its roots. Private initiatives ari-
sing from this community are respon-
sible for multiple investments in Le-
banon. Culturally, there are also many 
Lebanese associations in Canada. 
Some take a humanitarian character 
such as Lebanus, whose objective is to 
raise funds to promote the education 
of disadvantaged youth in Lebanon. 
Most of these associations allow the 
diaspora to promote Lebanese cultu-
re in their host countries and to sup-
port each other in their integration 
in Canada. They also aim to discuss 
cultural and political issues related to 
their host country or try to overcome 
community divisions found in Leba-
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diaspora and provide them with an 
interactive platform where they can 
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Photo Reportage 
by F. Cuttica

Fabio Cuttica

Fabio Cuttica is a documentary photographer based in Tijuana, Mexico. Born in Italy, he grew up in Colombia 
and Peru until his teenage years, then moving to Italy. After he completed his studies on photography in the 
European Institute of Design and Visual Arts in Rome, he worked for Italian newspapers.
Since 2001, he has mostly focused his work in Latin America, documenting on social, cultural, health and 
human rights related issues. 
In 2004 he implemented the project “La prima cosa” (the first thing) about poor families’ difficulties in finding 
a house. His project was awarded with the 2005 Canon Award. In 2005, he went back to Bogotá. 

From 2006 to 2008 he documented the social changes and aspects of Venezuela during the government of 
Hugo Chavez. 

Since 2010, Fabio lives in Mexico, where he has documented aspects of the conflict provoked by the ongoing 
war for territory control between drug cartels and the State. At present, he is working on a long-term project 
called “Dark Passage”, about the odyssey of thousands of illegal migrants.
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“Dark Passage” is a project about the long and difficult odyssey that thousands of migrants face 
every day along the way to reach the Northern-Mexican border to cross and finally arrive in the 

United States of America 

“Dark passage” is a metaphor that illustrates this experience and has Mexico as the main subject of attention. Its unique geographical location 
makes this country a long passage, that migrants around the world use to reach the ideal of enhancing their life condition in the United States. 
This vast territory is turning into a “dark passage” because, in the last decade, a number of factors have increasingly exposed migrants to 

extortion, violence, kidnapping, and theft. 

Each year, more than 400.000 Central American migrants cross the southern-Mexican border on their way to the United States. The precarious 
economic situation of millions of people in Central American countries like Guatemala, Honduras, and El Salvador, stimulates the flow of 
people towards the United States. A flow that seems unstoppable. Each day, hundreds of Central Americans leave their countries of origin, 
their families, their goods, and start a journey that is supposed to end in the USA, where they would find economic opportunities benefiting 
themselves and their families.  But this journey towards the North, very often turns into a nightmare. Their condition of “invisibility”, of “clan-
destinity”, increases the vulnerability of those women, men and children that experience this dark passage, and makes them an easy prey for 

Mexican organized crime. 

This project focuses on people travelling by the freight train called “La Bestia” (the beast), to get to the Northern parts of Mexico. The majority 
of migrants travel during the day on the freight trains that cross the country from South to North, facing different risks: from falling down 
the trains, to getting kidnapped. During the short stops, used for changing train, or during the wait for someone who could take them further 

north, they find food at shelters. 

In the last years, levels of criminality have increased in Mexico, due to a number of conflicts for territory control between criminal organiza-
tions managing narcotraffic. In the middle of this war, illegal migrants become the silent victims of these organizations: kidnapping, forced 
prostitution, human trafficking and slavery, are the crimes that systematically harm migrants who cross Mexico in search for the “American 
dream”.  According to the National Commission for Human Rights, in 2012 more than 11.000 migrants have been kidnapped, with an average 
of 54 kidnappings per day. The aim of this practice is to blackmail families in the United States in order to get money (from $1000 to $5000 
per migrant). Such crimes have become a constant practice that generally goes unpunished. There is evidence migrants are subject to extreme 
cruelty treatment performed by organized crime, which is - more than ever - connected to narcotraffic and with the involvement of local 
corrupt authorities. The massive kidnappings are usually performed between the railroads of the trains on which migrants travel clandestinely 

towards the United States.  
The reports collected by Human Rights organizations from the relatives of the desaparecidos - missing people – as well as the discovery of 
clandestine communal graves testimony on how Central American migrants are being victims of the worst crimes against humanity.  I call it 
“dark passage”, because along the way the migrants do not exist according to the Mexican State and their own Countries. They are invisible, 

clandestine and, therefore, easy victims of extortion, violence, and theft whereas absolute impunity is granted to the perpetrators.    

Dark Passage
the migrants odyssey through Mexico
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but I must emphasize that depending 
on where they are they are not treated 
exactly the same way. 

This has always been the case because 
it is a problem connected to culture, 
and a bit to animism. Animism in 
Africa is a belief that exists regardless 
of social strata, regardless of educa-
tion; it asserts that all living thin-
gs have a spirit (water, wind, trees), 
all things that exist. And this mode 
of thinking makes it such that dea-
th does not exist, death is a form of 
life and those that are deceased must 
live somewhere and serve as a chan-
nel between God and the living. This 
belief considers all events in African 
society, such as the birth of an albi-
no child or twins, abundant rain, the 
eruption of a volcano, barren women, 
in connection with animism and re-
lationships between the world of the 
living and the ancestors. 

What are the main challenges 
of being born with albinism 

of them as strange people, but once 
we met and loved one another she no 
longer gave the issue any thought. She 
now sees albinos like any other person 
with their defects and merits. 

Those that believe 
strongly in the powers 
of albinos do not have 
albinos in their family or 
close to them

In your opinion have albinos 
in African society always been 
perceived as people to fear, to 
isolate or use in rituals? 
Africa is made up for 54 countries so 
the situation is not exactly the same 
everywhere. There are some places 
where albinos are considered like a 
gift from the Gods. In other places 
albinos are considered a curse. Albi-
nos have a different value depending 
on where they are living. In both ca-
ses there is always this idea that the 
parts of the body of albinos or the life 
of an albino can be useful for society, 

How do you define albinism 
in Africa?
Apart from the scientific definition 
that connects it to rarity, melanin and 
skin tissue, in Africa one must include 
prejudices in the definition of albini-
sm. There are many prejudices. For 
example, people believe that albinos 
are immortal, have the ability to see 
at night, that parts of their body are 
useful for magical potions. So it is one 
thing to be an albino and another still 
to be an albino in Africa due to these 
types of prejudices. 

The perception also varies in another 
way; those that believe strongly in the 
powers of albinos do not have albi-
nos in their family or close to them. 
Once people have an albino close to 
them they realize that these percep-
tions are completely false. It is those 
that see albinos from far away or have 
never even seen an albino, who will be 
most susceptible to false beliefs. For 
example, my wife used to have a dif-
ferent perception of albinos, thought 

ALBINISM IN AFRICA: Interview with 
Stéphane Ebongue Koube

Interview

By Hana Abul Husn and Marina Mazzini



59Issue 9 -

that maybe his witchdoctor was not 
capable or strong enough to proper-
ly use the sacrifice - the next time he 
turns to a stronger witchdoctor. When 
you have elections only two outcomes 
are possible, someone wins and some-
one loses, the winner had a stronger 
witchdoctor and the loser will turn to 
a stronger witchdoctor the next time.  

Football matches are also occasions 
for which albinos are murdered. Albi-
nos can be sacrified to go as far as pos-
sible in the competition. Again, when 
a team loses they believe that the wi-
tchdoctor was not skilled enough. Fo-
otball teams can be accompanied by 
the so called “conseiller psycologique” 
(psychological counselors). They have 
nothing to do with the sport and if 
you investigate you find that they are 
witchdoctors giving advice of another 
nature to the team, recommending 
what to do from a metaphysical and 
magical point of view to win the com-
petition or at least to get as far as pos-
sible in it. If one was not successful, 

one has a project or a person wants 
a visa to go to the West, will ensure 
that one’s needs will be fulfilled or 
problem will be resolved. The social 
consequence is that albinos are con-
fined to being beggars, they do not go 
to school and they are engaged in the 
prostitution ring. 

If an albino is sacrificed for a 
certain purpose and that pur-
pose is not achieved, are there 
reprisals against albinos?
No, there are no reprisals. On the 
contrary, it is believed that perhaps 
the offering was not substantial enou-
gh or not properly made. The fact is 
that those who give the offerings are 
absolutely certain that these sacrifices 
will give results, so when the results 
are not seen the person who made 
the offering feels guilty for not using 
the sacrifice properly. To give another 
example, on the eve of Election Day 
politicians will make human sacri-
fices to win. When a politician has 
not won a government seat he thinks 

in Africa?
Apart from the clinical problems, 
the main two being myopia and fra-
gile skin that burns easily in the sun, 
there are social problems. Albinos are 
sometimes not even accepted in their 
own families, they have difficulty fin-
ding work, and they are killed on a 
daily basis. The other aspect of being 
an albino is that they are unable to at-
tend school because albinism is consi-
dered a handicap. Many leave school 
for the street because of poor vision, 
they sometimes have such weak eye-
sight that they cannot see the black-
board so they abandon school and 
end up on the streets becoming either 
prostitutes or beggars. 

There is always this idea 
that the parts of the body 
of albinos or the life of an 
albino can be useful for 
society

In some countries it is believe that to 
give an albino offering, for example if 
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only the blood of one or more albinos 
could placate the God following the 
eruption of the volcano. And so these 
things are not at the same level. 

Among albinos themselves, 
is there this same belief that 
they have special powers?
One that is used to begging ends up 
believing it. In fact for them it even 
becomes a source of income, so he/
she says to himself that yes, he/she 
has a power… They begin to believe 
they have this power because at times 
they do not have a choice; it becomes 
a source of gain. 

Albinos receive ritualistic 
gifts in the eve of 
elections and in some 
cases are enrolled in the 
army as human amulets

That said, albinos themselves do not 
profit from the black market that 
thrives off of them, it is not like I 
give you my hand and you give me a 
million dollars. This black market of 
limbs, organs etc. profits other people 
and organizations. The process is that 
they stop you at night, they attack 
you, they hack off whatever they want 
or they kill you and remove whatever 
they want. The albino never profits in 
this situation. Instead, the gain comes 
from if someone gives me money for a 
tuft of hair, if I go to bed with some-
one, these types of small things that 
profit them personally. 

How is discrimination against 
albinos linked to religion?
It is not linked to religion, but more 
so to traditions. Religion is a very 

into fatal skin cancer. It has always 
been this way; they consider that albi-
nos are gifts, sources of protection: a 
politician who wants to win elections, 
a national football team that wants to 
win a competition that will give glory 
to the entire nation, a military head 
who wants to become invisible or the 
power to defeat or have to become 
invulnerable to bullet. At times, a wo-
man will want to seduce the rebellious 
heart of a man who does not return 
her affections, so she asks for albino 
hair to mix into a love potion – the 
minimum. Sometimes it is believed 
that when fishermen weave the hair 
of an albino into their nets, it brings 
an abundance of fish, but this is still 
the minimum, hair, nails etc. Howe-
ver, to win the elections you need an 
albino heart, to prevent a natural ca-
tastrophe you need the head, the body, 
the entire albino. It is believed that 

the next time you take another and so 
the cycle perpetuates itself.

And if an albino refuses to 
accept a gift?
 An albino cannot refuse. The problem 
is that he is poor, and has no other 
choice. Since an albino cannot work 
out in the field due to the fragility of 
his/her skin and does not go to scho-
ol, sometimes it becomes convenient 
for an albino to accept a “ritualistic 
gift” because it is easy money. Albinos 
receive ritualistic gifts in the eve of 
elections and in some cases are enrol-
led in the army as human amulets. In 
some countries military heads believe 
that having an albino backing them 
will keep them safe. The consequences 
of this can then be seen, an albino that 
is a policeman will surely see a dra-
matic effect on his skin from exposure 
to the sun, which will finally develop 

Interview
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arances and trafficking of 
organs?
I do not think organized crime is so 
much involved. Trafficking of organs 
is fed by traditional beliefs, rituals and 
powers. However, organized crime in-
volvement in the disappearing of albi-
nos and trafficking of organs does not 
have to be underestimated. 

Do the immigrants living 
abroad, but coming from 
African countries where per-
secution of albinos exists lose 
this negative perception?
Yes their perception changes, but this 
is due to the prevalent mass culture, 
contrary to that of their country of 
origin. Those with a negative percep-
tion become the minority and so they 
start to see things differently. Here in 
Italy I was in a group of three men 
when we were stopped by the poli-
ce, the other two were asked to show 
their documents, while I was not. This 
has happened to me several times.

Are families that include a 
family member with albinism 
discriminated against? And 
are they at a certain point 
forced to “take advantage” of 
albino children?
They are discriminated against in the 
sense that sometimes the albino is 
thought of as a curse, but it is the albi-
no himself or herself who is subjected 
to the worst discrimination. In terms 
of taking advantage, it can happen 
that poor families count on their albi-
nos children for survival. 
Some parents with an albino child 
born to them have few options, either 
they kill the child themselves to have 

win competitions are more numerous 
in cities than in villages. 

Albinos are always running the huge 
risk of being killed, but they cannot 
simply decide to leave one area for 
another. Leaving is not a simple or 
even feasible option for most; after all, 
one has to eat everyday. For those who 
do not have enough to eat everyday 
how can they possibly think of buying 
a ticket and leaving the country? To 
add to this, many of them are illitera-
te because of the challenges to attend 
school, so this idea of going away may 
not even occur to them. They could 
possibly relocate, but a social cage 
forms around them and perpetuates 
their situation. 

However, to win the 
elections you need an 
albino heart, to prevent a 
natural catastrophe you 
need the head, the body, 
the entire albino

Those that are caught in a prostitution 
ring, born into poverty, into the life of 
a beggar and live in these same are-
as stay there and continue to live this 
way because nobody says anything. 
I met a girl that has oral cancer, all 
her lips are ridden with tumors, but 
she is still limited to begging, even in 
this case the state does nothing. Her 
husband threw her out, she has two 
kids and her family does not want her. 
Without the money to get treatment 
she does not have any other chance 
than begging. 

Do you think organized crime 
is involved in the disappe-

recent phenomenon with respect to 
discrimination, which has always exi-
sted against albinos. In my opinion, 
religion is more recent as it arrived 
with colonization. Instead, the subject 
of albinos existed from when Africa 
began to exist, so we cannot connect 
the two. The problem is cultural and 
found in the traditions of Africa. 

And the witchdoctor is a figu-
re of tradition and ritual?
Yes, when we speak about the witch-
doctor we need to differentiate betwe-
en the witchdoctor and the shaman. 
The apprenticeship is the same; they 
have the same power, which is neither 
positive nor negative. Power is power, 
it just depends on how one decides to 
use it. On one hand there are those 
that heal, this is called traditional me-
dicine, they do not send for albinos to 
be killed. Though they are different, 
they use the same power and have the 
same secrets. On the other hand is a 
witchdoctor who uses his power for 
profit and negative ends, distingui-
shing the two figures. 

Is it worse to be born with 
albinism in cities or in rural 
areas?
Beliefs are the same everywhere. Albi-
nos are marginalized in these societies 
regardless of the place, be it in the city 
or in rural areas. However, perhaps in 
rural areas the situation is a bit better 
because consumerism has not yet ta-
ken over. In cities persecution may be 
more widespread; somehow it is ea-
sier to be attacked because the pover-
ty there is harsher. Women who want 
to marry, politicians that want to be 
elected, football players that want to 
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Can you tell us about the 
creation of albino communi-
ties to escape discrimination, 
kidnappings and killings?
Let us go back to the island of Uke-
rewe, which I believe is a unique case. 
It was quite an original solution to 
enclose all the albinos on this island 
to protect them from further attacks. 
Very often albinos group themselves 
in associations to resist prejudices, 
but more than anything else to help 
one another out because they do no 
receive any help especially in term of 
medical aid. Albinos form these asso-
ciations to face problems together, for 
instance sunscreen  and sunglasses are 
distributed for free to all the members 
of the association. 

Do you think the confine-
ment of albinos to certain are-
as could lead to the formation 
of a minority group? 
Yes, of course the risk of ghettoisa-
tion or of the creation of a minority 
is present. Even the creation of scho-
ols for albinos is a form of creating 
or reinforcing a minority. This is why 
I think that the method in dispute 
should not be to confine albinos, but 
to raise awareness. We must speak to 
people, explain to them that albinos 
do not have these powers that they 
think they do, go into schools and 
teach children about albinism. In par-
ticularly we should work on positive 
exposure, asking those albinos that 
have had some success to speak out 
about their experience. For example 
an albino that is a minister can speak 
to other albinos who are beggars and 
tell them that their position in life is 
not to beg. This could give a sense of 

society they invent these 
prejudices to be able to 
take it out on someone 
else, a group that is 
weaker, a minority

Are there organizations that 
collect and take care of the 
albino children that families 
do not want?
Yes, there are some people or families 
that gather together these unwanted 
children or people. In Cameroon the-
re is an organization like this, in Tan-
zania the state had a creative solution 
where they grouped together and clo-
sed off all albinos on an island called 
Ukerewe.

Concrete actions are 
needed from the states to 
consider albinos like any 
other citizen and to give 
them tools to succeed

Do you think albinism is lin-
ked to the fear of whoever is 
different that many societies 
have often harbored? 
Albinism is a genetic complication 
present in all of the animal kingdom, 
there are even albino plants. But the 
prejudices are linked, I would not say 
to fear, but to the notion of the diffe-
rent. To somehow vent and avoid the 
implosion of society they invent these 
prejudices to be able to take it out on 
someone else, a group that is weaker, 
a minority. It is a social mechanism 
to regulate the perpetuity of society 
somehow. It is the fear of what is dif-
ferent that we see everywhere, in all 
human societies. 

him/her disappear immediately or 
sell him/her to whoever wants. In this 
way yes, the families take advantage of 
the situation. 

Is there some kind of estima-
te of how many albinos are 
killed per year?
No, in my opinion, there is no reliable 
estimate because of the nature of the 
killings and since many cases are not 
reported. Some families also fear re-
prisals so they do not report murders. 
In addition, a family that decides to 
kill its own albino child will never re-
port this. 

Are there legal repercussions 
to encouraging or engaging 
in the persecution of people 
with albinism?
Legal norms are generic, but the state 
claims that it cannot put a policeman 
behind each citizen. These incidents 
happen at night so again we turn to 
sensitization because by night there 
is no security for albinos or non-albi-
nos, but the problem is that violence 
against albinos is admired. If people 
understood that it does not serve any 
function to kill albinos, things could 
change. There is even this belief that 
those who have HIV/AIDS and go 
to bed with an albino woman will be 
cured. As a result, 52% of female albi-
nos are infected with HIV/AIDS. So, 
to inform people that going to bed 
with an albino woman does not cure 
any disease, it only infects the victim, 
could possibly help change the situa-
tion. 

To somehow vent and 
avoid the implosion of 

Interview
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liefs they held are wrong. As I stand 
right now, it would not occur to anyo-
ne that I need loose change to survive. 
This is how people will begin to see 
that albinos are not burdens to society, 
but normal people with their own set 
of problems. 

By being exposed to 
an albino journalist, 
minister, lawyer, doctor, 
others will begin to 
understand that the 
beliefs they held are 
wrong

Awareness in my opinion is the most 
important issue, but there are pro-

esteem to other albinos, showing that 
we are not just beggars and we should 
not be beggars. We need to get educa-
ted because where there is a will there 
is a way to make strides in society. 

Do you think albinos will be 
able to integrate if societies 
are able to accept and protect 
them?
If we do something, if we start to 
sensitize people, then yes because the 
cultural problems do not change from 
day to day. Time is needed, dialogue 
is needed, and a vast amount of awa-
reness is needed. Concrete actions are 
needed from the states to consider 
albinos like any other citizen and to 
give them tools to succeed. For exam-
ple, several times at school I had to 
consult a blank page because a font 
size of 9 or 10 made it impossible for 
me to read. I was at a disadvantage 
not because I was not able to compete, 
but because I was not given access to 
the competition. In my opinion states 
need to do something about this. Po-
sitive discrimination does not interest 
me. I want to see changes such that if 
an albino cannot read the documents 
given to him or her, the text is enlar-
ged to size 14. However, states do not 
do this. In the case of sunscreen and 
medical treatment, states need to un-
derstand that looking after an albino’s 
skin is not an easy task. Here in Italy, 
albinism is considered a rare disease 
and sunscreen is distributed by the 
public health system, it should be the 
same everywhere. This will facilitate 
and favor the integration of albinos. 
By being exposed to an albino jour-
nalist, minister, lawyer, doctor, others 
will begin to understand that the be-

blems in the field where we need to 
intervene. For example, I am involved 
in a project at the moment with the 
NGO A child with a future because 
it is time for concrete solutions. It is 
not enough anymore to simply state 
that albinos are being killed. In the 
meantime they continue to die, do 
not attend school, and have fatal skin 
cancer. In my opinion we need to raise 
awareness, but also do something on 
the ground. Kids need to go to school 
and receive medical treatment ‒ these 
are issues we should focus on. This is 
why I did not want to focus on my 
story. I want to help those that are left 
in Africa. They are the focus now. 
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About Stéphane Ebongue Koube:

I was born in Cameroon and I am an albino. I ran away from my country because I was persecuted by men who wanted 
my organs. They wanted to use them for talismans and magic potions. I graduated and now I work as a journalist in 
Turin (Italy), where I managed to find the strength to begin a long journey that is the purpose of my life: to ensure 
that the superstitions and prejudices that surround people like me will be once and for all, in the twenty-first century, 
defeated. 
Every year hundreds of us disappear, as my brother Maurice, who disappeared more than 20 years ago.
I don’t know what I will get, but I’m sure that it is necessary to tell about albinism. I want to go back to Cameroon 
to retrace the places of my life and to cope with the symbols at the base of our suffering. I will reach the volcano’s 
slopes to meet the wizard who believes that sacrifying albinos will placate the gods’ wrath. Furthermore, I will visit the 
government buildings, meeting public administrators and politicians, that I already contacted. I helped also to build 
the “Bibliothèque Pavillon Blanc”, a library dedicated to all albinos people and visually impaired people of Douala, my 
hometown. Thanks to the intervention of some Italian associations and foundations, in fact, I bought special computers 
and books printed in a larger font. And finally, the Bibliothèque was inaugurated on 28th January 2014 also thanks to 
the support of Fondazione 7 Novembre Onlus  and Apri Onlus.

Stéphane’s story is reported in the audio documentary "White Africa, from Cameroon to Piemonte – an albino’s 
self-rescue" (by Barbara D’Amico and Fabio Lepore, listenable on http://vimeo.com/51428950). The audio documen-
tary was awarded at the Bellaria Film Festival in 2013. And now, Stéphane’s inquiry to the roots of African supersti-
tions on albinism is also becoming a video documentary. Produced by Smart Factory with the support of Piemonte 
Doc Film Fund – Fondo regionale per il documentario, it will be released on 2015 (more info on www.facebook.com/
stephane.thedocumentary).

Interview
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The death 
penalty: 
a child rights 
issue and a public 
health issue

InFocus

By Helen Kearney

2013 saw the first ever United Nations Human Rights Council panel 
discussion on Children of Parents Sentenced to Death or Executed. 
The author summarizes new research on this neglected topic. 



67Issue 9 -

©
 A

le
ss

an
dr

o 
Sc

ot
ti



68 - Issue 9 

Irene Cartwright, whose son was executed in 2005, in Murder Victims’ Families for Human Rights Re-
ports, Creating More Victims, 2006

There is a striking lack of research on 
the impacts of a parent’s death sen-
tence or execution on their children. 
Across the range of perspectives in 
the death penalty debate, people ge-
nerally give little thought to those left 
behind. In practice, the individualism 
of criminal justice systems around the 
world means that the voices of offen-
ders’ children are routinely unheard. 
This article explores the multidi-
mensional harm that these children 
endure. It draws on interviews with 
psychologists, lawyers, social workers 
and activists from around the world, 

citing examples of good practices. It 
calls for a more holistic understan-
ding of capital punishment systems, 
including the social, economic and 
psychological impacts on lives that 
were never intended to be the targets 
of death penalty laws.  

Homelessness and alternative 
care 
In some countries, especially where 
the death penalty is applied in cases of 
death by domestic violence, children 
may lose both parents. Poverty and 
stigma combine to mean that these 

orphans often end up on the street. 
No one knows how many children are 
left to fend for themselves when a pa-
rent is sentenced to death.
Shuqin Zhang was a supervisor wi-
thin the Chinese prison system and a 
journalist focusing on prison-related 
issues. “I realized that many children 
were left without a carer after a pa-
rent was convicted and sentenced. I 
saw that these children were threa-
tened by hunger, disease and death, 
often turning to begging or crime to 
survive.” 
Shuqin or ‘Granny Zhang’, as the 
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children call her, established the first 
Sun Village in 1996 to provide foster 
care and education to children who 
were left without a carer when their 
parent was executed or imprisoned 
for life.  Now there are six Sun Villa-
ges across China. Since 1996, the Sun 
Villages have supported over 2000 
children. 

Emotional and behavioural 
consequences
Grief and loss are always experienced 
in a social context. When that con-
text is not supportive, the pain of the 
bereaved is not validated. Grief coun-
sellors and therapists have found that 
when grief is hidden and unsuppor-
ted, the bereaved often express inten-
se anger, guilt and shame. Grieving is 
prolonged and healing is more diffi-
cult. Perhaps unsurprisingly, psycho-
logists working with children and fa-
milies of those sentenced to death or 
executed in the USA have found that 
many experience this peculiarly dif-
ficult type of ‘disenfranchised grief ’, 
leading to depression, severe anxiety, 
self-induced isolation, somatic illnes-
ses, withdrawal, sleep disturbances 
and emotional problems.

In the People’s Republic of China, 
social workers observe that children 
of executed parents often suffer from 
tremendous and irrational guilt. They 
emphasise the importance of “talking 
it out of their heads  – repeatedly 
and radically”, observing a range of 
stress-related symptoms: “bed-wet-
ting, short attention spans, denial, fla-
shbacks, self-harm.” 

In practice, the 
individualism of criminal 
justice systems around 
the world means that 
the voices of offenders’ 
children are routinely 
unheard
Children and families who have suf-
fered the trauma of a loved one’s de-
ath sentence or execution report the 
loss of a sense of basic fairness, justice 
and order. Depending on a wide ran-
ge of factors (the parent’s crime, the 
social, political and cultural context in 
which the execution takes place, and 
the individual child’s temperament 
and personality), the lost notion of 

fairness may result in a strong desire 
to reject or confront authority. 
Activist Robert Meeropol, whose pa-
rents were executed in the USA in 
1953, writes “I was frightened, angry, 
and grew up with a suppressed need 
to attack those who had attacked my 
family.”
In the Islamic Republic of Iran, Iman 
Shirali will not accept the authori-
ty of those who executed his father 
in 1983 and refuses to participate in 
‘the system’. In a short film shot with 
a hand-held camera and posted on 
YouTube, he shouts “I have never vo-
ted and I never will, because I don’t 
want to have the Islamic Republic’s 
stamp on my birth certificate right 
next to my father’s name, where it says 
‘Iman Shirali, son of Iraj”’.
Stakeholders in several countries note 
the importance of telling children the 
truth about their parents’ whereabouts 
and, wherever possible, helping them 
to maintain a relationship with their 
parent on death row. After a parent’s 
execution, stakeholders consistent-
ly recommend that children be told 
what has happened.

In Uganda, staff at NGO Wells of 
Hope bring children to visit their pa-
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rent on death row once every three 
months. The staff of Wells of Hope 
know the guards at the local prisons 
and they generally arrange visits that 
are child-friendly. 

I was frightened, angry, 
and grew up with a 
suppressed need to attack 
those who had attacked 
my family
Contact is allowed and children can 
sit on the parent’s lap. Wells of Hope 
staff also pointed out that, in Uganda, 
families are not usually notified of a 
loved-one’s execution or upcoming 
execution. Director Francis Ssuu-

bi noted “When someone receives a 
death sentence, many people assume 
that they have already been put to de-
ath and so the children may not even 
be aware that their parent is still ali-
ve.”

Human Rights Council Pa-
nel, September 2013
These children have recently been put 
on the agenda at the United Nations. 
2013 saw the first ever Human Rights 
Council panel discussion dedicated to 
this issue. Panellist Associate Profes-
sor Sandra Jones of Rowan University  
in the USA spoke of research into the 
grief, trauma and internalised shame 
that these children endure. Francis 
Ssuubi, Director of Wells of Hope in 
Uganda, addressed the need for cri-

minal justice systems that facilitate 
contact between the child and their 
incarcerated parent. Member of the 
UN Committee for the Rights of the 
Child, Jorge Cardona, spoke of the 
need to consider the best interests of 
the child when arresting, sentencing, 
imprisoning and executing a parent. 
In the ensuing discussion, some Sta-
tes requested further information, in-
cluding reliable statistics on the num-
bers of affected children. It was noted 
that this issue is relevant to children 
in both retentionist and abolitionist 
countries, as many States continue to 
apply the death penalty for drugs-re-
lated offences. As a consequence, the-
re are hundreds (if not thousands) of 
foreign nationals who are facing the 
death penalty. No government can be 
sure that one of its citizens will not 
receive the death sentence and that 
their children will not be affected.  

A child rights issue and a pu-
blic health issue
All the evidence indicates that chil-
dren are left traumatized, grieving 
and angry when a parent is given the 
death penalty. 
Moreover – beyond the individual 
children –  attention to the trauma, 
grief and exclusion suffered by a child 
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whose parent is sentenced to death or 
executed compels us to connect the 
injustices suffered by these children 
with much wider structures of violen-
ce and discrimination. In turn, atten-
tion to larger social problems usually 
directs attention to situations in which 
adults are suffering alongside children 
in the households and communities 
where they live. Perhaps more than 
any other category of rights-bearers, a 
child’s well-being is enmeshed in the 
social, economic and cultural contexts 
in which he or she exists. Attention to 
the welfare of children is essential for 
its own sake, but a child rights per-
spective also invites us to go beyond 
the individualistic focus of conventio-
nal criminal justice. 

No government can 
be sure that one of its 
citizens will not receive 
the death sentence and 
that their children will 
not be affected
The interconnectedness of the child 
invites us to explore both the extent 
of the web of harm caused by a death 
sentence or execution, and the com-
plex social reality in which the offence 
originated.

Helen Kearney
Helen Kearney is an Advocacy and Communications Consultant, based just out-
side Geneva, Switzerland. Prior to this, she was Plan International’s UN Ad-
vocacy Officer, and Project Officer at the Quaker UN Office (where this research 
began). Helen’s interest in child and adolescent mental health stems from her 
time as a Youth Worker in the UK and Guatemala, where she worked primarily 
with young offenders. Helen holds a degree in Modern Languages (Politics and 
Philosophy) from Cambridge, and a Masters in Human Rights from Sussex. She 
is also a part-time Psychology student with the Open University.
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Webcam child 
sex tourism: 
stopping the 
growing number 
of predators

InFocus

By Raffaele K Salinari

Among many others the Webcam Child Sex Tourism (WCST) is one of the 
emerging crimes against children and represents a violation of the United Na-
tions Conventions on child rights. WCST is illegal in most countries. Some 
have laws prohibiting adults from conversing with minors about sex. Others 
prohibit “enticing” a minor to engage in sexual conduct. Other countries out-
law showing obscene images to minors, and most countries prohibit viewing 
sexual images and sexual performances involving minors. Thus, Governments 
should adopt policies that give their law enforcement agencies the mandate to 
proactively search for predators seeking to engage in WCST on public online 
places known to be hotspots for child abuse. 

 © Istock - Mr_Khan
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Key question: how to approach a rather hidden phenomenon with global root causes? 
Terre des Hommes Netherland, member of the International Federation Terre des Hommes, has tried to give an 
answer to this key question also in order to give a concrete and theoretical contribution to the Freedom From Fear 
initiative.
Rising internet usage rates and persistent poverty in the developing world have fostered the emergence of a rapidly 
growing new form of online child sexual exploitation. Webcam Child Sex Tourism takes place when adults pay or 
offer other rewards in order to direct and view live streaming video footage of children in another country performing 
sexual acts in front of a webcam. WCST enables predators to sexually abuse children in other countries with ease and 
frequency using their Internet-connected personal computers. And despite the fact that WCST is prohibited by inter-
national laws and most national criminal codes, the enforcement of those laws has so far been lax. Terre des Hommes 
works to end child exploitation and to assist victims around the world. 
In recent years, we have been overwhelmed by the surging number of child victims of WCST in the Philippines. The 
psychological damage that exploitation through WCST has on children is profound and permanent. We recognize 
that victim assistance alone cannot stop the expansion of such a rapidly growing form of child exploitation. That 
knowledge motivated us to undertake this study in search of a solution that governments around the world can apply 
to reduce the global demand for WCST.

Rising internet usage rates and persistent poverty in the developing world have 
fostered the emergence of a rapidly growing new form of online child sexual 
exploitation

Key facts: the United Nations and the US Federal Bureau of Investigation estimate that there are 750,000 preda-
tors connected to the Internet at any moment. Those predators contribute to a vast global demand for WCST, sugge-
sting that this form of long-distance child abuse appears to take place with great frequency. However, the alarming fact 
that only six predators have ever been convicted for engaging in WCST should inspire shame and immediate action 

 © Istock - Zmeel Photography
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blic chat rooms. They were identi-
fied using only information available 
in public online databases and data 
provided by predators. No computer 
hacking or illegal methods were ap-
plied. Instead, we just asked predators 
to provide identifying information 
under the fictional pretext ‒ a tech-
nique known as “social hacking”. So 
we were also able to record some web 
came sessions.
The full report, available on the websi-
te of the TDH International Federa-
tion and the Dutch website of TDH  
is the most comprehensive study on 
WCST undertaken to date. However, 
the findings of the TDH NL research, 
while alarming, only provide a small 
glimpse into how vast the phenome-
non of WCST actually is. While we 
cannot extrapolate conclusions about 
the global prevalence of WCST, we 
do prove that there is a very high in-
cidence of predators seeking WCST 
on 19 public chat rooms in a 10-week 
period. Furthermore, based on our 
analysis of trends in technological de-
velopments and other forms of child 
sexual exploitation, we predict that 
the WCST trade will continue to 
grow and spread to other countries if 
governments around the world do not 
take immediate action. If action is not 
taken, we fear that WCST will spi-
ral as far out of control as the online 
child pornography industry, which 
is now a multi-billion dollar inter-
national trade that law enforcement 
agencies cannot reign in.

Call to action: in some countries 
law enforcement agencies are limited 
by investigation policies ‒ they inve-
stigate crimes against child victims 
of WCST only after children report 
the crimes. But, for a number of re-
asons, children do not report these 
crimes very often. We call on gover-
nment agencies in those countries to 
immediately adopt proactive law en-
forcement policies that empower law 
enforcement agencies to patrol public 
online spaces known to be hotspots 
for WCST and to prosecute predators 

weeks posing as prepubescent Fili-
pino girls on 19 public chat rooms. 
During that short period, a total of 
20,172 predators from 71 countries 
committed crimes by soliciting the 
researchers, whom the predators be-
lieved to be minors, for paid webcam 
sex performances. But 20,172 crimes 
in a sample of 19 chat rooms likely 
reflects only a small fraction of the 
number of crimes actually taking pla-
ce every day when we consider the 
US Federal Bureau of Investigation’s 
estimates that there are 40,000 online 
chat rooms on which predators lurk. 
Moreover, WCST takes place on so-
cial networking sites, adult webcam 
sites and online dating sites, in ad-
dition to chat rooms. It is likely that 
WCST takes place tens of thousands 
of times each day.

The alarming fact that 
only six predators have 
ever been convicted for 
engaging in WCST 
should inspire shame 
and immediate action by 
governments around the 
world
The finding that WCST is such a 
common crime on public chat rooms 
led us to investigate whether law en-
forcement agencies are not adequately 
enforcing existing child protection 
laws because they are unable to iden-
tify predators engaging in WCST. 
Although is difficult to proving the 
crime because the nature of the web-
cam  evidence is created only trough 
record of a session, we found that 
identifying predators seeking webcam 
sexual performances from children 
can be achieved through the use of a 
proactive investigation technique. 
During the 10 weeks spent collecting 
data, the four Terre des Hommes 
Netherlands researchers identified 
1,000 predators seeking webcam sex 
performance from children on pu-

by governments around the world. 
This is a problem that urgently needs 
to capture the world’s attention. 

The psychological 
damage that exploitation 
through WCST has on 
children is profound and 
permanent

Insight: the vast global demand for 
WCST provides incentives for crimi-
nals, and causes impoverished parents 
and vulnerable children in develo-
ping countries to capitalize on the 
opportunity to raise their income by 
increasing the “supply” of those who 
perform webcam sex shows for mo-
ney or other rewards. Taking targeted 
action to reduce the global demand 
for WCST that is sustained by online 
predators will effectively reduce the 
growing number of child victims who 
constitute the “supply” side of the tra-
de. 

Our research: what started as 
research into the WCST trade led 
us to a viable solution to this global 
problem. We began the research for 
this report by gathering information 
about the nature of the phenomenon 
of WCST: the physical and online 
environments in which it takes place, 
the global trends that have fostered 
its emergence, and the legal status of 
WCST in international law and in 
the national criminal and penal codes 
of 21 countries. We found that the 
legal framework prohibiting WCST 
widely exists, but governments are not 
adequately enforcing their own child 
protection laws when the victims are 
located outside of their borders. Our 
finding that only six predators worl-
dwide have been convicted for enga-
ging as customers in WCST highli-
ghts further this point.
That finding led us to wonder how 
often WCST actually takes pla-
ce online. Four Terre des Hommes 
Netherlands researchers spent 10 
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committing these crimes without waiting for children or parents to report them. 

The legal framework prohibiting WCST widely exists, but governments are 
not adequately enforcing their own child protection laws when the victims are 
located outside of their borders
Terre des Hommes Netherlands’ four researchers identified 1,000 predators in 10 weeks. In our petition ( http://avaaz.
org/en/wcst/ ) we call on all government agencies in charge of justice to identify and convict 100,000 predators com-
mitting the crime of WCST before the end of 2014.

Raffaele K Salinari
Chairperson of Terre des Hommes In-
ternational Federation. 

The author
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The last stop 

InFocus

By Prableen Kaur

This section of Freedom From Fear includes the opinions and analyses of young 
people. Young people represent the most valuable capital countries have. Their 
opinions have to be heard and considered while designing and planning new 
strategies to build better societies.
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Violent extremism is the last stop in 
a long process. It is the most visible 
type of extremism and it creates deep 
and painful traces in many people’s 
lives. With hindsight we ask oursel-
ves over and over what we could have 
done differently. It is not necessarily 
wrong if we do it to learn, but if we 
do it to undo what cannot be undone, 
our starting point is wrong. We do not 
have time to regret. We have time to 
act and we must do that all the time, 
because violent extremism is about 
people’s lives. It is about the fate of 
people who we might be able to help. 
The debate about violent extremism 
is not necessarily merely about what 
we are left with in the aftermath of 
a tragic event, but about what forms 
people who are willing to take to vio-
lence to express their opinions.

Because violent 
extremism is about 
people’s lives. It is about 
the fate of people who we 
might be able to help
In 2011 the Norwegian Government 
building was bombed in Oslo. Only 

can strengthen their identity. Someti-
mes I wonder if people who resort to 
violence are lonely. No loneliness can 
justify such actions. Loneliness itself 
is never the main reason for violent 
extremist actions. But it is perhaps 
one of many factors that all together 
create a human being who no longer 
acts human. By what crossroads have 
these people been let down? By what 
crossroads have they disappointed 
themselves? Maybe some of them 
have lived outside the community for 
many years.

No people are born extre-
mists. It’s a gradual pro-
cess whether it is political 
or religious extremism
Maybe we are easier formed in com-
munities where we feel a sense of be-
longing, and maybe that is why peo-
ple who are lonely have to search for 
companionship by themselves for a 
long time. When they find something 
that resembles a companion, they mi-
ght easily accept whatever views the 
companion holds. Therefore, I now 
ask myself when I meet people who 
seem alone: “Do they feel excluded? 

hours later, politically engaged youth 
were chased and killed at a summer 
camp on an island. 77 lives were lost 
because one man felt that he had to 
resort to violent extremism. There are 
no excuses for such actions or any 
arguments that might justify them. 
So why did violence become the last 
recourse? Was there no room for An-
ders Behring Breivik’s opinions in the 
public debate? Was there no com-
munity he could be part of that gave 
him a sense of belonging? Was there 
no one who saw the process he went 
through? I think these questions are 
universal when it comes to violent ex-
tremists. We ask them over and over 
again when such events take place.

No people are born extremists. It’s a 
gradual process whether it is politi-
cal or religious extremism. I have no 
professional expertise to provide right 
and nuanced answers, but by virtue of 
my personal experience, I think I can 
contribute to shed some light on this 
topic.

We all know how it feels to be lonely 
once in a while. Some feel the lone-
liness all the time. They miss a com-
munity, a sense of belonging, which 
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Can we expand the circle a bit, so that 
there will be space for them? Is it bet-
ter to let intolerant, abnormal or even 
extremists’ opinions be voiced inside 
society’s circle of open debate, than 
for the people who held them to be 
left outside the circle and feel lonely?” 
The desire to be part of something 
bigger than ourselves can do a lot to 
us.

The reason why some 
become extremists has 
been coupled with the 
search for identity
In the last decades, the focus on vio-
lent extremisms has been primarily 
on minority youth whose parents im-
migrated to Europe. The reason why 
some become extremists has been 
coupled with the search for identity. 
This youth grow up in an environ-
ment where the expectations from pa-
rents and society can be too much to 
live up to, which makes them seek out 
others in similar situations. In certain 
situations this identity feeling can be 
so strong that it tends towards identi-
ty models shaped by extremist groups. 
Yet, with the example of 22nd of July 
2011 in Norway, we see that this sear-
ch for identity or roots does not only 
affect this minority small group wi-
thin society. It is a phenomenon that 
affects a lot of people in the post-mo-
dern society where everyone has the 
opportunity of self-accomplishment. 
Thus, it is important to maintain an 
open mind and sight, because extre-
mism is something people can hide 
under the surface.  
In this gradual process towards ex-
tremism, people might see, hear or 
otherwise notice symptoms. I think 
we all as individuals can contribute to 
preventing extremism. We can inclu-
de more people in our communities; 

ter-arguments. 

Ignorance is the 
greenhouse where the 
most horrible flowers 
grow
Whatever we do, we must always re-
member that extreme opinions are 
allowed, but it is when these expres-
sions became violent acts, that the 
process has gone too far. There is a lot 
you and I as individuals and as part of 
a community can do to prevent vio-
lent acts from happening. For preven-
tion we need knowledge and we must 
put aside beliefs and prejudices. The 
renowned Norwegian author Lars 
Saabye Christensen wrote: “Ignoran-
ce is the greenhouse where the most 
horrible flowers grow.”

we can debate against extreme opi-
nions, alert family or others that are 
close to a person who is in danger 
of acting on their extreme opinions. 
Politicians need to focus on creating 
common meeting grounds where 
there is room for different opinions 
and people. That is one way different 
people can meet and develop tole-
rance and respect for each other. At 
the same time these are also areas in 
which a sense of belonging and iden-
tity can be built.  There, clear guideli-
nes should be created to define what 
schools, universities and work places 
must do when they become aware of 
someone at risk of acting on extremist 
views.
This is also about keeping more than 
one thought in the head at the same 
time. The first one is that those hol-
ding extremist views know that the-
re are sanctions for acting upon their 
views. The second one is that people 
observing others who are developing 
extremist views know how to act to 
prevent them from committing vio-
lent actions. Preventing extremism 
is about setting clear boundaries and 
making sure the consequences for 
overstepping them are known. That 
will make the threshold for resorting 
to violence higher. Law has to clear-
ly embody the principle that there is 
room for extreme opinions, but not 
for extremist actions. 
Extreme opinions are not dangerous 
in themselves. There should be a very 
high threshold to ban the voicing of 
an opinion, but the problem arises 
when the extreme opinions remain 
in a closed forum where only people 
with the same views debate. By let-
ting extreme opinions and voices join 
the larger area of the open debate in 
society, we contribute to letting diffe-
rent voices out in the light. In an open 
debate, opinions can be discussed and 
met by critical and constructive coun-

Prableen Kaur (20) 
is a law student at University of Oslo 
and member of the Oslo City Council. 
Prableen Kaur was a participant at 
the “Utøya Summer Camp” in 2011. 
She was awarded “Norwegian of the 
Year” price in 2011 and published her 
first book in 2012. 
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China’s 
commitment 
to the United 
Nations 
Convention 
against 
Corruption

InFocus

By Giovanni Nicotera
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In its 2012 survey covering 178 coun-
tries, Transparency International ran-
ked China at 3.5 in what is called 
the Corruption Perception Index, 
the 80th country, together with Ser-
bia and Trinidad and Tobago. To see 
things from another point of view, 
China was the fourth-lowest ranking 
of G20 nations with only Argentina, 
India, Indonesia and Russia scoring 
lower. At such levels, corruption poses 
a threat to China’s political stability 
and sustainable development, espe-
cially at a time when China’s ‘Gini’ 
coefficient, a statistical measure of 
income inequality, is at 0.47 close to 
that 0.5 threshold where inequality is 
severe and calls for immediate action. 
Many experts believe that this wide-
ning wealth gap is partly the result of 
large amounts of “illegal income” re-
sulting from corruption. 
The government leaders have openly 
expressed great concern about this 
situation in more than one occasion 
and have started a series of anti-cor-
ruption initiatives both at national 
and international level. The main 
action undertaken at international 
level is China’s engagement in the 
United Nations Convention against 
Corruption (UNCAC). Indeed, an-
ti-corruption efforts, and, particular-
ly, the recovery of illicit gains, need 
international cooperation in criminal 
matters to bring results at the national 
level. 

The main action 
undertaken at 
international level is 
China’s engagement 
in the United Nations 
Convention against 
Corruption (UNCAC).
China fully became aware of this and 

dealing with technical assistance and 
information exchange, and Article 63 
(4-b) on the work of the Conference 
of the State Parties. Such provisions 
could greatly help China in recove-
ring the ill-gotten money taken over-
seas by corrupt officials.
Chinese judicial experts agree that 
the ratification of the UNCAC is 
indeed a milestone in China’s fight 
against graft, but at the same time call  
for amendments to criminal law with 
a view to revise those articles which 
are inconsistent with this Convention 
and include legal provisions not yet 
present. Here we will just recall a few 
areas where revisions are needed. Cur-
rent provisions require that bribery 
crimes include ‘material enrichment’, 
while for Chapter III of the Conven-
tion,  the presence of an ‘undue advan-
tage’ is sufficient, thus including all 
unlawful profits, and not necessarily 
material properties, nor real acqui-
rements but maybe merely promises, 
all should be considered as ‘briberies’. 
Penalties are another issue requiring 
attention. Currently the Chinese law 
stipulates heavier punishments than 
laws overseas by foreseeing that a per-
son found guilty of taking a bribe of 
100,000 Yuan (approximately US$ 
16,400) can be jailed for 10 years or 
more, compared to a maximum of se-
ven to eight years in other countries. 
And, when the crime reaches a certain 
level of severity, it can lead to death 
penalty. These differences make it dif-
ficult for China to seek international 
cooperation in countering economic 
and financial crimes.
The latest development with respect 
to China’s engagement with the UN-
CAC is the government’s decision to 
accept that other State Parties to the 
Convention assess China’s complian-
ce with the treaty during the 2010-
2015 review cycle under the authority 
of the Conference of State Parties, a 

supported UNCAC since its incep-
tion by sending intergovernmental 
delegations to the United Nations 
Headquarters in Vienna to work in 
the special committee in charge of 
drafting the Convention. Thus, Chi-
na can claim to have been an active 
participant in a process that has seen 
several countries and the United 
Nations being able to deliver to the 
world – in a record time span of 18 
months – the first and so far only 
global anti-corruption instrument. 
Moreover, China was among the first 
countries to ratify the Convention (in 
October 2005), even before several 
developed countries, and while rati-
fication should always be considered 
a starting point, rather than the end 
of an endeavor, this early ratification 
reflects positively on the country. 
China accords great importance to 
this instrument in virtue of its four 
main elements: (1) Prevention; (2) 
Criminalization and law enforce-
ment; (3) International coopera-
tion; and (4) Asset Recovery.  Likely 
enough, however, China pays parti-
cular attention to this last section as 
it is especially innovative in offering 
practical tools for the recovery of as-
sets even with regard to the United 
Nations Convention against Transna-
tional Organized Crime (UNTOC). 
In fact, not only one of the four main 
chapters of the UNCAC is devoted 
entirely to asset recovery, but also 
throughout the entire text of the Con-
vention one finds additional referen-
ces to asset recovery and to the return 
of the proceeds of crime. For example, 
Article 1 (b) which includes among 
the purposes of the Convention the 
promotion, facilitation and support of 
international cooperation and techni-
cal assistance in the prevention of and 
fight against corruption, including 
asset recovery. The list continues with 
Article 46 (3-k) on mutual legal as-
sistance, Articles 60 (1-h) and 60 (5) 
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body established pursuant to article 
63 of UNCAC to improve the capa-
city of, and cooperation between, state 
parties to achieve UNCAC objectives 
and to promote and review its im-
plementation. While the results of 
this review will not be made public, 
it is likely that they will highlight the 
need for more work to bring Chinese 
legislation in line with the Conven-
tion. Such legal reform process will 
take time to complete and this is for 
several reasons going beyond a Chi-
nese entrenched preference for taking 
step-by-step approaches. On one 
side, the fight against corruption has 
different degrees of efficiency depen-
ding on the political system in force, 
whether multi-party or single party, 
and whether based on the separation 
of powers or not. On the other side, 
in today’s global economy, corruption 
and money laundering, recovery and 
return of its proceeds, require more 
than ever international cooperation 
and this cooperation is often hampe-
red not only by lack of resources and 
specific expertise, but also by obstacles 
of political and ideological nature. 
Beyond the work of scholars and 
practitioners in crafting these nee-
ded legal reforms, the commitment of 
the Chinese leadership will be key to 
China’s success in its anti-corruption 
campaign, and from what we can see 
lately the commitment of the leaders 
is there.  If to this commitment of its 
leaders, China will add a continued 
strengthening of those mechanisms 
that allow the participation of the pu-
blic, a more active involvement of the 
media, a more independent judiciary 
and an increase in transparency in 
the management and accountability 
of public finances, solid foundations 
will have been laid for achieving the 
Country’s goal of a ‘well-off society’ 
by 2021, the 100th anniversary of the 
founding of the Chinese Communist 
Party. Will the government succeed 

and leadership is put into it, and if all 
countries will work harder in the im-
plementation of the UN Conventions 
and in increasing their cooperation in 
criminal justice matters in a spirit of 
reciprocity.

Beyond the work of 
scholars and practitioners 
in crafting these needed 
legal reforms, the 
commitment of the 
Chinese leadership will 
be key to China’s success 
in its anti-corruption 
campaign

in its campaign against corruption? 
It is a daunting challenge for anyo-
ne and particularly for a government 
that not only wants to ensure that bu-
dgetary expenditures will be corrup-
tion-free, but also needs to reconcile 
the necessity of boosting economic 
growth with the country’s long-term 
pursuit of an energy-efficient, envi-
ronment-friendly and sustainable de-
velopment. 

Chinese judicial experts 
agree that the ratification 
of the UNCAC is indeed 
a milestone in China’s 
fight against graft, but 
at the same time call  for 
amendments to criminal 
law
China, its people and its leaders 
have surprised the world with their 
achievements in poverty reduction, 
an unmatched world record with the 
lifting of 450 million people out of 
poverty since the beginning of the 
opening-up policy 35 years ago. Defe-
ating corruption is a battle that can be 
won if the same degree of will, vision 

Giovanni Nicotera,
an Attorney at Law, is a Technical 
Advisor at the Vienna International 
Justice Institute based in Austria. 
Previously he served with the United 
Nations Office on Drugs and Crime 
(UNODC) in different capacities 
and lately as its head of the office in 
the People’s Republic of China. 
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Rethinking 
security 
governance: a 
new security 
architecture

InFocus

By Francesco Marelli

Security risks are a constant for any human society. Human beings 
and human societies have always strived to create an order that 
secures their lives, jobs, properties and the future of their chil-
dren. The risks that prevented the achievement of this goal have 
mostly been similar throughout history and include wars, famine, 
economic crisis, climate change, natural disasters, technological 
catastrophes, terrorism, and crime.
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These risks have remained to be a re-
ality even in modern times, but today 
they have become more difficult to 
address. In present times, they have 
become more unpredictable and ope-
rate in an unprecedented manner 
often blurring our ability to foresee 
them and take adequate preventive 
measures.
What is different today? Why risks 
today operate so differently from the 
past?
In order to better understand the 
change in the nature of the risks we 
need to consider two aspects.
The first is the increased global con-
nectivity of present times that has also 
increased the speed with which secu-
rity risks become global.
It is not suggested here that in the past 
the risks have not been able to spread 
across borders. On the contrary, in the 
past risks such as wars, virus, famine, 
financial crisis and terrorism crossed 
borders often and easily: for example, 
the bubonic plague (the Black Death) 
crippled human population in Europe 
and Asia in the 14th century; clima-
te change caused human catastrophes 
across the earth in the 17th century; 
terrorism spread across Europe in the 
19th century causing the murders of 
monarchs and politicians. In some in-
stances a combination of these threats 
has in fact led to total collapse of so-
cial and political order.
However, the global connectivity that 
we see in present times has no prece-
dence in the history of mankind and 
this increased connectivity has had 
a proportionate effect on the speed 
with which any risk spreads. In a new 
interdependent and interconnected 
world, a problem in one country can 
move quickly across borders and 
travel through regions. Many threa-

put it, “The twenty-first century is the 
first in the Earth’s history when one 
species, ours, has the power to deter-
mine the fate of the entire biosphe-
re.”2

The second aspect relates to the ina-
bility of the nation-state (notably the 
main actor responsible for security) 
to deal with global challenges. While 
global connectivity has increased the 
speed with which risks spread and 
consequently their magnitude, it has, 
at the same time, negatively impacted 
on the states’ ability to control them. 
Privatization, deregulation, interna-
tional rules and standards, limitation 
in taxation, all of them have restricted 
the freedom of states to operate in the 
area of security. Current political and 
legal structures are also proving to be 
inadequate for dealing with global 
challenges in areas such as informa-
tion technology and biotechnology, 
where the speed, distribution and ease 
of using technology is growing while 
the costs for accessing the equipment 
and technology are dropping.
Neither existing international or-
ganizations nor other international 
systems can replace the state in con-
fronting these risks. International sy-
stems and mechanisms have clear li-
mitations, especially in terms of legal 
mandate, resources and consensus.
So what can be done to confront the 
security risks in present times?
It must be conceded that a specific 
cure is not available. However, if we 
start realizing that globalization, apart 
from changing the nature of risks, has 
also brought to us resources and op-
portunities that could not have been 
imagined before, we can start thin-
king and designing a new security 
architecture.
This new security architecture should 

ts become more global in scope as a 
result of spread of knowledge, easy 
access to technological advances and 
the movement of people. The United 
Nations High-level Panel on Threats, 
Challenges and Change has confir-
med this phenomenon in its report 
in 2004, where the panel observes - 
“Today, more than ever before, threats 
are interrelated and a threat to one is 
a threat to all. The mutual vulnerabili-
ty of weak and strong has never been 
clearer.”1 The examples are right befo-
re our eyes. The pandemics caused by 
avian flu and severe acute respiratory 
syndrome (SARS) showed how a di-
sease can, in a few weeks, affect many 
different geographical regions of the 
world. 

The global connectivity 
that we see in present 
times has no precedence 
in the history of mankind 
and this increased 
connectivity has had a 
proportionate effect on 
the speed with which any 
risk spreads
Al Qaida “brand” has become rapidly 
global and operational in many coun-
tries. In 2008 the subprime mortgage 
crisis that started in the United States 
of America led to a global financial 
crisis and recession. We should also 
consider that the global spread of 
dual-used technologies is making it 
easier to develop dangerous chemical, 
biological, radiological and nuclear 
(CBRN) weapons. As the cosmolo-
gist and astrophysicist Martin Rees 

1Report of the United Nations High-level Panel on Threats, Challenges and Change, New York, 2004, page 19.
2M. Rees, From here to Infinity: Scientific Horizons, London, 2011.
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reconsider security at local level. It 
should be able to understand the in-
terconnection between different risks 
by juxtaposing state security with 
economics, health, food, social and 
environmental needs.3 It should also 
be able to untangle the chains of their 
causation of risks and predict the long 
term consequences of policy deci-
sions. One of the basic tenets of such 
a security framework should be that 
security is no longer a monopoly of 
“traditional security agencies”, rather 
security can be achieved only through 
involvement of relevant stakeholders 
from various disciplines – including 
science and security communities, 
international organizations, industry 
and civil society. This human-centric 
networked approach is necessary to 
better understand the nature of the 
global risks in present times, identify 
solutions and create consensus around 
decentralized governance of security. 
The new security architecture should, 
however, not be seen as replacing the 
state-centric traditional solutions, but 
it should rather supplement them 
with the networked approaches. But 
designing the new architecture would 
entail a change in the constitutional 
nature of state, where, for example, 
domestic and international affairs of 
the state would have to be aligned 
rather than being carried out in iso-
lation. To some extent, a drastic chan-
ge in the nature of state functioning 
has already happened in recent times 
as states have more regularly been 
relying on the assistance of non-state 
organizations for the purposes of di-
spensing services in key areas such as 
policing,  justice system, social securi-
ty and armed forces. 
Beyond the local level the new secu-
rity architecture should also rethink 
security at international level. As the 

tation, the strategic needs of the few 
powerful actors should be combined 
with the local and strategic needs of 
the many developing actors.
If we believe that increased global 
connectivity has brought not only 
challenges but also unique opportu-
nities for cooperation, then it would 
be worthwhile exploring new ideas to 
understand and face the changed na-
ture of risks.

The views expressed of the author do 
not necessarily reflect the views and 
positions of UNICRI and the United 
Nations.

United Nations High-level Panel on 
Threats, Challenges and Change no-
ted: “‘No State, no matter how power-
ful, can by its own efforts alone make 
itself invulnerable to today’s threats. 
Every State requires the cooperation 
of other States to make itself secure. 
It is in every State’s interest, accordin-
gly, to cooperate with other States to 
address their most pressing threats, 
because doing so will maximize the 
chances of reciprocal cooperation to 
address its own threat priorities.”4

Yet a realistic “collective security” 
should consider that not all States are 
equal in terms of military, economic 
and intellectual power, and that the-
re are more powerful countries that 
allocate large amount of aid to coun-
tries perceived as a risk to their own 
security interests. Indeed internatio-
nal agenda and funds are mainly go-
verned by top-down approaches that 
seek short-term state-centric security 
solutions, treating security in isola-
tion.

The new security 
architecture should, 
however, not be seen 
as replacing the state-
centric traditional 
solutions, but it should 
rather supplement them 
with the networked 
approaches
To ensure the effectiveness of a global 
collective security strategy, internatio-
nal aid should incorporate local deve-
lopment strategies. In other words, in 
setting an international agenda and 
distributing funds for its implemen-

Francesco Marelli 
has being working for the United Na-
tions Interregional Crime and Justice 
Research Institute (UNICRI) since 
2003. As the Head of the CBRN Risk 
Mitigation and Security Governan-
ce Programme, he is responsible for 
the implementation of the Europe-
an Union CBRN Centres of Excel-
lence Risks mitigation Initiative, a 
network of regional initiatives that 
promotes and supports the develop-
ment and implementation of natio-
nal chemical, biological, radiological 
and nuclear risk mitigation policies. 
He holds a PhD from the School of 
History of the University of Leeds in 
2002.
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3A. Swain, Understanding Emerging Security Challenges. Threats and Opportunities, London, 2013.
4Report of the United Nations High-level Panel on Threats, Challenges and Change, page 21.
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All Western governments are now searching for ways in which to ensure their cyber national security. To maximise 
the vast economic and social opportunities that cyberspace has to offer, the British government has transformed its 
approach to cyber security, setting out a new vision towards 2015 in its cyber strategy: The UK Cyber Security Strategy: 
protecting and promoting the UK in a digital world. The new strategy now serves to increase all Law Enforcement Agen-
cy cyber-related efforts that contribute to its four primary strategic objectives shown in Figure 1.

Figure 1: The UK Cyber Security Strategy: protecting and promoting the UK in a digital world

Tackling cyber crime and cyber 
terrorism through a methodological 
approach

Dossier

By Babak Akhgar & Andrew Staniforth
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nals, and the Child Exploitation and 
Online Protection Centre (CEOP), 
which shall work with industry, go-
vernment, children’s charities and law 
enforcement to protect children from 
sexual abuse and to bring offenders to 
account. Both of these primary arms 
of the NCA shall work to significant-
ly reduce the cyber-based risks to citi-
zens and protect the broader security 
of the nation and have direct links to 
the work of local policing. While lo-
cal police forces tackle cyber-related 
crime at a local, regional and national 
level, they are no strangers to tackling 
more severe threats to their nation’s 
security arising from cyber terrorism 
and the terrorist use of the internet.

Responding to cyber terrori-
sm 
When UK counter-terrorism police 
officers raided a flat in West Lon-
don in October 2005, they arrested a 
young man, Younes Tsouli. The signi-
ficance of this arrest was not imme-
diately clear but investigations soon 
revealed that the Moroccan born 
Tsouli was the world’s most wanted 
‘cyber-terrorist’. In his activities Tsou-

tive. 

Local police forces contribute to the 
broader cyber crime efforts of the 
new National Crime Agency (NCA), 
a powerful body of operational cri-
me fighters who have a clear focus 
on public protection with a federal 
approach. The NCA mission shall in-
clude tackling organized crime, stren-
gthening borders, fighting fraud and 
cyber crime, and protecting children 
and young people. The creation of the 
NCA marks a significant shift in the 
UK’s approach to tackling serious, 
organized, and complex crime, with 
an emphasis on greater collaboration 
across the whole law enforcement 
landscape in which all local police 
forces play a strategic role. 

Local police forces have been encou-
raged to develop an effective two-way 
information sharing relationship with 
the NCA, to ensure they engage fully 
in its four operating commands which 
include the Economic Crime Com-
mand (ECC), providing an innovative 
and improved capability to deal with 
fraud and financial crimes, including 
those carried out by organized crimi-

Tackling cyber crime 

The emphasis from central govern-
ment to tackle cyber security as a pri-
ority has served to push the investi-
gation of cyber crime to the fore. As 
a direct result, all UK police forces, as 
directed by the Association of Chief 
Police Officers (ACPO), contribute 
to the UK’s Cyber Security Strate-
gy by carrying forward an E-Crime 
initiative established by ACPO whi-
ch provides the strategic foundation 
and direction to ensure that all poli-
ce forces remain alert to cyber crime 
activities.  Being alert to cyber crime 
activity in reality means that any su-
spected online criminality or activity  
–  no matter how small – is reported 
by the public and the business sector 
and recorded. This policing initiati-
ve continues to be embedded within 
the very operating culture of policing 
practices at all levels of policing and 
all police officers, whether front line 
responders, detectives of the Crimi-
nal Investigation Departments based 
at local policing divisions or regional 
units, all have a responsibility to con-
tribute towards achieving the aim of 
the national ACPO E-Crime initia-
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in west Yorkshire, WYP officers on 
this occasion were able to intervene 
before any critical security risks to ci-
tizens were realized, but not all indi-
viduals being recruited online would 
be prevented from carrying out attack 
would be stopped by UK security for-
ces. On 22 May 2008, Nicky Reilly, 
aged 22, left his home in Plymouth 
with a rucksack containing six bottles 
full of nails and home-made explosi-
ves (HME).  His target was the Giraf-
fe restaurant in Exeter, a popular place 
to lunch for shoppers. Reilly, who has 
Asperger’s syndrome and a mental age 
of 10, was a suicide bomber, recruited 
on-line in local internet cafes by ex-
tremists in chat rooms who had fuel-
led a hatred of the West.  Extremists 
had created a home-grown terrorist 
and had directed him to bomb-ma-
king websites discussing what his 
target should be. As Reilly was seated 
in the restaurant forty-four customers 
had also sat down to dine. One of the 
eleven members of staff working that 
day brought Reilly a drink, he sat for 
ten minutes before making his way to 
the lavatory taking his rucksack with 
him. Once inside a cubicle the device 
detonated prematurely causing injury 
to Reilly and damage to the restau-
rant. No other person was injured in 
the blast.  

A note left at his home revealed the 
motivation for his actions in which 
he paid tribute to Osama bin Laden 
and called on the British and US go-
vernments to leave Muslim countries. 
The note declared that Western states 
must withdraw their support of Isra-
el and that violence would continue 
until ‘the wrongs have been righted’.  
Reilly, appearing at court under the 
name of Mohammed Abdulaziz Ra-

conspiracy to murder that we had ever 
seen.” The case against Tsouli was the 
first in the UK which quickly brought 
about the realization that cyber-ter-
rorism presented a real and present 
danger to the national security of the 
UK – a threat that all in authority 
required a better understanding to 
develop and deploy effective counter 
measures.

Terrorist use of the internet

The threat of cyber terrorism con-
tinues to dominate the concerns of 
national security policy makers, but it 
is the terrorist use of the internet for 
recruitment and radicalisation that 
has spurned a home-frown terrorist 
threat not just in the UK, by across 
EU Member States and in the United 
States. During June of 2006, Ham-
mad Munshi, a 16 year old school 
boy from Dewsbury in Leeds of West 
Yorkshire, was arrested and charged 
on suspicion of committing terrorism 
related offences. Following his arrest 
searches were conducted at his family 
home where his wallet was recove-
red from his bedroom. It was found 
to contain hand-written dimensions 
of a sub machine gun, taken from a 
book entitled Expedient Homema-
de Firearm. At the time Munshi had 
excellent information technology 
skills and had registered and ran his 
own website on which he sold knives 
and other extremist material passing 
on information on how to make Na-
palm, as well as how to make detona-
tors for Improvised Explosive Devices 
(IED’s).  

While the online rhetoric of al Qa’ida 
cyber recruiters reached the computer 
in the bedroom of Hammad Munshi 

li adopted the user name ‘Irhabi 007’, 
Irhabi meaning ‘terrorist’ in Arabic, 
and his activities grew from posting 
advice on the internet on how to hack 
into mainframe computer systems, to 
assisting those in planning terrorist 
attacks. Tsouli trawled the internet 
searching for home movies in the the-
atres made by US soldiers concerning 
conflict in Iraq and Afghanistan that 
would reveal the inside layout of US 
military bases. Over time these small 
pieces of information were collated 
and passed to those planning attacks 
against armed forces bases. This vir-
tual hostile reconnaissance provided 
insider data illustrating how it was 
no longer necessary for terrorists to 
conduct physical reconnaissance if 
relevant information could be captu-
red and meticulously pieced together 
from the internet.

Police investigations subsequently 
revealed that Tsouli had 2.5million € 
worth of fraudulent transactions pas-
sing through his accounts which he 
used to support and finance terrorist 
activity. Pleading guilty to charges 
of incitement to commit acts of ter-
rorism, Tsouli received a sixteen-ye-
ar custodial sentence to be served at 
Belmarsh High Security Prison in 
London where, perhaps unsurprisin-
gly, he has been denied access to the 
internet. The then National Coordi-
nator of Terrorist Investigations, De-
puty Assistant Commissioner Peter 
Clarke, said that Tsouli: “Provided a 
link to core al Qa’ida, to the heart of 
al Qa’ida and the wider network that 
he was linking into through the in-
ternet”, going on to say:  “what it did 
shows us was the extent to which they 
could conduct operational planning 
on the internet. It was the first virtual 
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shid Saeed, pleaded guilty to offences of attempted murder and preparing for acts of terrorism.  At the Old Bailey on 
30 January he was sentenced to life imprisonment. Mr Justice Calvert-Smith said that: “I am quite satisfied that these 
offences are so serious that only a life sentence is appropriate.  This defendant currently represents a significant risk of 
serious harm to the public.” He went on to say that: “The offence of attempted murder is aggravated by the fact that it 
was long planned, that it had multiple intended victims and was intended to terrorize the population of this country. 
It was sheer luck or chance that it did not succeed.” The defence counsel, Kerim Fraud representing Reilly stated that: 
“He may comfortably be deemed to be the least cunning person ever to have come before this court for this type of 
offence.” 

The threat of cyber terrorism in all of its forms continues to represent a serious risk to the national security of many 
nations, but other criminals, extremists, agitators and states themselves have also come to understand the unique 
potential of the internet, presenting a complex malaise of new cyber-based threats to Western democracies and their 
citizens. Amongst the many challenges arising from the phenomenon of cyber-based threats and security hazards, 
remains the urgent need to assess and critically evaluate cyber crimes to identify modes of operation.

Proposed evaluation framework

In order to formally analyse Cyber Crime case studies, such as the ones stated, we propose a model framework for the 
critical evaluation of cyber crimes based on Strategic Intelligence Management (SIM), the key terms of which include: 

Proposed model

The formulation of SIM requires a methodological approach. Our approach is based on a review of a number of pu-
blicly available intelligence models (e.g. UK NIM, EU IMM) and earlier research by Tolavanen (1998) and Akhgar 
(2003). In this context of ‘method engineering’ we have used a Conceptual Template for the Construction of a Metho-
dology (CTCM) in order to identify and elaborate the core methodological components needed for SIM. CTCM core 
elements are illustrated in Figure 2. 

Knowledge Management (KM): "A process of creating a value added Learning Processes (i.e. knowledge) so that 
knowledge becomes the strategic resource of a law enforcement agency with measurable and quantifiable value in 
successfully combating a crime or act of terrorism.”

Taxonomic categorisation of KM processes: Gathering, Representing, Organising/Visualising, Contributing, Di-
stributing, Collaborating and Refining.

Strategic Intelligence Management (SIM): “A term that reflects an assessable framework for a complex matrix of 
individual or collective mental constructs (thoughts, visions, ideas, insights, learning processes, experiences, goals, 
expertise, values, perceptions, and expectations) held by individuals, that provides specific guidance for specific 
actions in pursuit of particular ends. This is undertaken by utilising knowledge within LEAs extended value systems 
(location, communication platforms, social media, legal requirements, jurisdiction, political and social constrains). 

SIM Formulation: “A pragmatic, action-oriented and result driven process of transforming LEA knowledge use 
from current status  to the desired status based on combined Intelligence and knowledge life cycle which include 
the processes of collection, analysis, creation, transformation, collaboration, visualisation, storage, evaluation, refi-
nement and assessment.”
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According to the CTCM (Figure 1) a methodology is based on a number of problem frames ( Jackson, 1995) or layers. 
The shape [original idea of the shape drive from the research by Tolavanen 1998] of the CTCM emphasises that 
different layers are neither exclusive nor orthogonal (mutually independent). Each layer complements the others and 
all are required to construct a methodology. Each layer has two facets: a) a conceptual description; and b) an interface 
projection.

Figure 2: A conceptual template for construction of a methodology
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The conceptual description is the ‘underlying logic’ and the interface projection is the instantiation of that logic. In 
essence the conceptual description represents the absolute view of the object/idea/representation and the interface 
projection represents the operational view. Below, we describe the core components of this CTCM and how it could 
be used to construct a methodology for SIM. 

Mental Construct Layer

The Mental Construct (MC) layer of the actors within LEAs creating the methodology is the heart of the CTCM. The 
underlying philosophical paradigm of the methodology derives from this layer. However in law enforcement contexts 
there is usually more than one person or system (several actors) involved in the development of methodologies. Parti-
cularly when dealing with complex and multi-agency operations or investigations such Organised Crime (OC) cases. 
Hence a question will arise about whose set of mental constructs will be used? 

Within the methodology development environment a range of processes will require the production of an overview 
of the collective set of mental constructs in play for the specific investigation or action. The collective “representation” 
of the set of methodology creators’ mental constructs will form the layer of CTCM, e.g. the UK National Intelligence 
Model (NIM) and the Europol Serious and Organised Crime Threat Assessment (SOCTA).

The group mental construct (GMC) is a different mental construct than the individual actor MCs; it is rather the 
representation of dominated factors within each MC. For example different knowledge sets and ethical values from 
individuals will be projected through the GMC; although there are other elements that might be influential in the 
formation of the GMC such as political pressure and national security. The projection of the methodology creator(s) 
mental constructs will be communicated through the description of a World-View.  This projection of MC onto the 
environment creates a semantic representation of the underlying philosophy and the perception of the methodology 
from methodology creator(s) perspective. It includes all the values, perceptions, understandings and knowledge of the 
target domain (in this case a criminal or terrorist group). 

Figure. 3 CTCM Fragment



What are the driving values of the criminal/terrorist group?
Is there any ideology?
How much knowledge do we have about the ideology?
How accurate is our information and knowledge about the ideology?
Is there any pattern to behaviours? Is there any new crime pattern? 
What are our constraints when dealing with the problem situation?  
How will the end game form?
What is the financial supply chain?
What are the consequences of our actions?
How do we obtain the required intelligence? 
What are the legal issues? 
What are the critical success factors in reducing vulnerability to a terrorist and organised crime attack?
Are we seeking hard solutions (e.g. technology focused) or soft solutions (e.g. community engagement) for this 
problem? 
What are our ethical guidelines and codes of conduct?
What information can we obtain from social media to gain a better understanding about the situation of concern?  
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In the context of LEA activity the GMC may force the set of agents working on an investigation or prevention activity 
(e.g. an investigation team) to address such questions as: 

Goals and Objectives

The next layer in the CTCM is the goals and objectives layer. Methodologies are not only used to describe the pro-
blem domain in the course of an investigation or planning of an operation, but they also should help to improve the 
“current situation” (before intervention). Before we discuss this layer of the CTCM we have to emphasise that goals 
and objectives should be based around a clear separation between the uses of the words “goals” and “objectives”. Whe-
reby the goals represent the desired outcome in the future – the purpose of the SIM methodology in law enforcement 
problem solving context – objectives are the points along the way that inform the methodology user if they area on 
the right track.  Objectives identify the critical success factors of an investigation process. This layer of the CTCM is 
concerned with the contextualisation of the problem situation and its domain. It is used to frame our understanding 
of a problem. Jackson (1995) refers to this as the “problem frame”. It deals with all the aspects of the real world one 
needs to consider and understand.  For example the interrelationship between intelligence components such as the 
HUMINT and ELINT elements or people linkages directly or otherwise in the course of an investigation. This inclu-
des identification of the problem and its type in order to develop goals and objectives. The projection of the aims and 
objectives of a methodology is communicated to the methodology user through the boundary element of the CTCM. 
In them methodology construction context it should provide a clear understanding of “what is in” and “what is out” 
based on the methodology goals and objectives. This is illustrated in figure 3. 
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Figure 4: Boundary construction for the CTCM
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Conceptual Structuring  

The next layer of the CTCM is the conceptual structuring. The rationale provided by Jayaratna (1994) asserts that in 
the context of methodology construction we use structuring [verb] rather than structure [noun] to describe the lin-
kages and organization of concepts. Following this then, during methodology construction it is impossible to simply 
and statically analyse and completely represent the goals and objectives of the methodology and required actions. It is 
therefore necessary to restrict attention to a smaller number of concepts and the key meaningful relationship between 
them. This is particularly important for envisaging the clustering of intelligence captured during an operation and 
creating a logical and conclusive link between the items of intelligence. The conceptual structuring layer covers pro-
cedural guidelines and service descriptions, which describe how the process of achieving the methodology’s goals and 
objectives should be carried out. This is usually based on a national framework or directive such as UK NIM model. 
The conceptual structuring of a methodology in CTCM is communicated with the methodology user through its 
taxonomy, reasoning, logic and ontology. This includes the rationale for the steps and stages of the methodology and 
the user’s goals and objectives, which should reflect the methodology’s overall goals and objectives as identified in the 
previous layer.  IT should also communicate the key properties (such as the history, dependencies, inherited, events, 
instantiation, composition and decomposition, states, and emergent, services and roles and responsibilities) needed 
for planning, tactical understanding and strategic execution of an investigation or an operation (Tolavanen, 1993 and 
Jayaratna 1994)

Models and the Modelling structure 

This layer deals with Models and the Modelling structure. Ontology defined as part of the conceptual structuring layer 
can be validated and represented globally by using models and taxonomical interaction between models represented 
through modelling structure. Hence models can be seen as a simplification of the reality or snap view of what is per-
ceived as reality. The latter also should be implemented for the decision making processes needed within the goals and 
objectives of the methodology. Jayaratna (1994) stated that models are embedded in the methodologies and their role; 
type and form help to determine what aspects of reality are captured and understood. In the methodology construction 
process, models are used to try to gain understanding, and the model’s complexity increases as we learn more about 
the underlying problem domain. For example in a criminal drug trafficking activity the proceeds of the operation may 
be linked to terrorist activities; therefore our modelling of the drug supply chain may include a clear understanding of 
a particular terrorist cell. Therefore a combined drug trafficking and terrorism model and modelling structure maybe 
needed to address the issue. The purpose of creating a model in CTCM is to help law enforcement agents understand, 
describe, communicate, analyse, or create scenarios with regard to a specific issue of concern. 

Notations and Communication 

In the CTCM, models and modelling structures are communicated with the user via a notation. How models and mo-
delling structure are defined based on an epistemological view as part of the conceptual structuring, can be discussed 
and represented only by a notation or set of inter-related notions (see chapter 2 for example of the Odyssey project’s 
Gun Crime analysis notation). The combination of models, modelling structure and notations provides a communi-
cation platform in the methodology. The notations can range from formal mathematical representation (e.g. Z) to 
highly unstructured representation such as rich pictures. Communication standards, both formal and de facto exist in 
the practice of LEAs.  As with any area of professional communication cultural norms and practices have developed 
within the day-to-day working of LEAs. This is often driven by legal requirements or by formal or de facto standards 
imported through the use of specific software or the market dominance of specific technologies. For example many 
crime analysts and investigating officers within LEAs make use of networked graph representations of the links betwe-
en objects of evidence, people and locations to quickly describe findings or hypotheses. The communication strategies, 
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formats, notations and content used in the CTCM need to fit with the accepted and understood standards known to 
the methodology creators and users.

A way forward

The proposed framework to evaluate cyber terrorism and cyber crime case studies is an essential part of understanding 
the components of the threats we encounter. The use of the model will enhance LEA understanding of the challenges 
we face, helping to develop, design and deliver more effective counter-measures.  Both cyber crime and cyber terrorism 
continue to provide acute security concerns, amplified by the lack of knowledge and understanding of cyber hazards by 
senior officials and an LEA work force that requires significant investment in training to develop a sophisticated hi-te-
ch investigative doctrine across their full operating landscape. The culture of LEA investigations has quickly changed, 
organised criminals have dynamically shifted their modes of operating from committing one physical theft or robbery 
of 1million €, to committing 1 million thefts of 1€ each in cyber space – and LEAs are behind the curve and are now 
playing catch-up.  The most important task for LEAs is to quickly accept an uncomfortable truth: that they cannot 
tackle cyber threats on their own and moving forward, the most important tool in the armoury of LEAs, shall be 
their ability and willingness to collaborate with academia and the private sector by sharing important data concerning 
their operational cyber challenges. The proposed framework to evaluate cyber terrorism and cyber crime case studies 
provides one such example where academia and operational practitioners bring their expertise to bear in concert one 
another for the unified goal of preventing cyber crimes ans making online communities safer.  

Babak Akhgar 
is Professor of Informatics and Director of the Centre of Excellence for Terrorism, Resilience, Intelligence and Orga-
nised Crime Research (CENTRIC)

Andrew Staniforth 
is Detective Inspector, North East Counter Terrorism Unit, (UK) and Senior Research Fellow, Centre of Excellence 
for Terrorism, Resilience, Intelligence and Organised Crime Research (CENTRIC)
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UNICRI’s 
Library Selection

Tiffany Bergin, 
The Evidence Enigma: Correctional Boot Camps and Other Failures 
in Evidence-Based Policymaking, Ashgate, 2013

This book investigates the reason of the use of not evidence-based policies 
presenting the case study of a policy that did not work: the policy of correctio-
nal boot camps. These correctional facilities, inspired by military boot camps 
and typically reserved for younger offenders, rapidly spread to almost every 
state in the United States during the 1980s and 1990s although it was clear that 
they did not reduce recidivism rates, prison overcrowding and justice system 
costs. The author examines the cultural, economic and political factors which 
encouraged the spread of this policy in comparisons with other policies and his 
study of boot camps offers valuable insights into the diffusion and contraction 
of a discredited policy.
The book will be of particular interest for experts in criminology, social and 
public policy and sociology. 

Mark Cieslik and Donald Simpson, 
Key Concepts in Youth Studies, SAGE, 2013

In “Key Concepts in Youth Studies”, Mark Cieslik and Donald Simpson offer a 
comprehensive analysis of youth as a social phenomenon, giving explanations 
on relevant issues, such as how to define youth and how to understand youth in 
its social and cultural context or how to understand youth in a globalized per-
spective. This concise introduction to the interdisciplinary field of youth studies 
starts from the discussion of the latest research and developments in the field 
and the fundamental ideas underlying the discipline as a whole.
The book will be a useful tool for both tutors and students on youth studies, so-
ciology, criminology and social science programmes. 
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Alan Baker, 
Life Imprisonment: An Unofficial Guide, Waterside Press, 2013

Life Imprisonment: An Unofficial Guide can be defined as “the insider’s per-
spective on the major concerns of life-sentenced prisoners”.
It is an explanatory handbook and survivor’s guide and describes how life im-
prisonment looks from inside the head of a lifer: daily preoccupations, the un-
certainty about the future, the long years ahead, time for reflection, setbacks 
and coping mechanisms and staying out of trouble. 
The author, Alan Baker, describes the state of the prisons, having experienced 
first-hand the impact that the justice system has on someone serving a senten-
ce with no fixed end date.
The book contains also a foreword written by Tim Newell, former Prison Go-
vernor life-sentence expert.

Margaret Malloch, Gill McIvor, 
Women, Punishment and Social Justice, Routledge, 2012

“Across jurisdictions, lawbreaking by women has different features from law-
breaking by men: it is less common, less frequent and less serious.” Recogni-
zing that prison is an inappropriate response to women in conflict with the law, 
“Women, Punishment and Social Justice” provides a critical analysis of approa-
ches and experiences of penal sanctions, human rights and social justice as im-
plemented in different jurisdictions in the UK territory and abroad. Analyzing 
issues that affect women in within the criminal justice system (mental health, 
age, and ethnicity), the authors, Margaret Malloch and Gill McIvor, challenge 
the efficacy of gender-responsive interventions.   
This book will be of interest to those taking undergraduate and post-graduate 
courses that examine punishment, gender and justice, as well as to professional 
practitioners who work with women in the criminal justice system.



11 February

18 - 21 February 

xxx

Naples (Italy) 

Bangkok (Thailand) 

Vienna (Austria)

Voices against crime in Naples

Expert group meeting on the elimination of violence against children

57th Session of the Commission on Narcotic Drugs
High-Level Review of the Implementation by Member States of the Political De-
claration and Plan of Action on International Cooperation towards an Integrated 
and Balanced Strategy to Counter the World Drug Problem 

A new pilot project developed by UNICRI in cooperation with the Municipality of Naples, involving local NGOs 
and the media partners Il Mattino and Fanpage. The event aims to give voice to the victims through the collection 
of their stories and to make their experiences the starting point for the implementation of an awareness campaign to 
promote future interventions on prevention, development and assistance.

http://www.unicri.it/news/article/2014-02-11_Voices_against_crime_in

The United Nations Office on drugs and Crime (UNODC) is convening an Open-ended Intergovernmental Expert 
Group Meeting to develop a draft set of model strategies and practical measures on the elimination of violence 
against children in the field of crime prevention and criminal justice.

http://www.unodc.org/unodc/en/justice-and-prison-reform/expert-group-meeting-february-bangkok.html

The Commission on Narcotic Drugs will conduct a high-level review of Member States' implementation of the 2009 
Political Declaration and Plan of Action on the world drug problem at its 57th session in March 2014.
In March 2009, the Commission adopted the Political Declaration and Plan of Action and will now review the achie-
vements, challenges and priorities for further action.
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Agenda 2014



4-7 March

18 March

20 March 

Manila (Philippines)

Bucharest (Romania) 

Amsterdam (Netherlands)         

Global Terrorism and CBRNE Conference

SAVEmed project on counterfeit medicines

EU High Level Event on "International Cooperation to enhance a worldwide nucle-
ar security culture: Contribution to the Nuclear Security Summit 2014”

Global Terrorism and CBRNE Conference
The 1st Global Terrorism and CBRNE (Chemical, Biological, Radiological, Nuclear, and Explosives) Conference 
will be held in the Philippines by the Armed Forces of the Philippines and the private company Smart Technology.

http://www.smarttechnology.co.id/event/201403-conf-gtcbrne-philippine/ 

The SAVEmed (Microstructure secured and self-verifying medicines) project is funded by the European Commission 
under the Seventh Framework Programme for Research and Technological Development (FP7), in association with 
the Romanian authorities and UNICRI. The presentation of the newly implemented taskforce of public-private coo-
peration in the fight against counterfeit medicines will take place. The main goal of the project is to tackle counterfeit 
medicines and their related criminal networks.

http://www.unicri.it/topics/counterfeiting/medicines/savemed/

Organized by the European Commission and the European External Action Service, The EU invites all its partners 
to debate and share views on lessons learnt as well as on future initiatives and means to strengthen nuclear security 
culture worldwide. A good example of the EU outreach activities is the creation of the EU CBRN Centers of Excel-
lences (CoE) that aims at implementing a coordinated strategy for Chemical, Biological, Radiological and Nuclear 
(CBRN) risk mitigation at the international, regional and national levels.
 
http://www.cbrn-coe.eu/NuclearSecuritySummit2014.aspx 
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21-26  March

24-25 March

31 March

Turin (Italy)

The Hague (Netherlands)

Geneva ( Switzerland)

UNICRI Journalism and Public Information Programme on New Threats 

Nuclear Security Summit 2014

International Conference on "Falsified medicines: a multifaceted problem" - SA-
VEmed project on counterfeit medicines

UNICRI is organizing a series of workshops and short courses within the framework of the UNICRI Journalism and 
Public Information Programme, a unique international programme tailored for journalists, chief information officers, 
public information professionals and students seeking a career in the world of information. The programme aims at 
deepening knowledge of the two most emerging security threats: Cyber Crimes and Chemical, Biological, Radiolo-
gical and Nuclear (CBRN) Risks.

http://www.unicri.it/in_focus/on/2013725_NewTraining

The Nuclear Security Summit 2014 is a world summit, aimed at preventing nuclear terrorism around the globe. 
The 2014 summit will chart the accomplishments of the past four years, identifying which of the objectives set out 
in the Washington Work Plan and the Seoul Communiqué have not been met and proposing ways to achieve them.

https://www.nss2014.com/en

The conference on falsified medicines will constitute one of the final actions implemented within project SAVEmed 
(www.savemed.org), a research and innovation 
project   financed   by   the   European   Commission   and   coordinated   by   NANO   4   U (www.nano4u.net). The   
conference   will   explore   the   multifaceted   nature   of   the   problem,   with   key presentations highlighting  the 
involvement  of  organized  crime,  the  health  and social consequences caused by this phenomenon, the importance 
of providing a shared and comprehensive response, and the significant role that the private sector may have in sup-
porting Governments in the implementation of their anti-counterfeiting strategies
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 2-4 April

9-11 April

29 April - 2 May

Turin (Italy) 

Addis Ababa (Ethiopia)

New Jersey (USA)

Project Light On

African Regional Preparatory Meeting

Substance Abuse Librarians & Information Specialists (SALIS) 36th Annual Confe-
rence

UNICRI Training on hate crime and hate speech online.
The LIGHT ON project is funded by the European Commission under the Fundamental Rights and Citizenship 
Programme. It aims to develop an original cross-community action against the modern symbolism and languages of 
racism and discrimination.

http://www.unicri.it/special_topics/hate_crimes/

Participants in the regional preparatory meetings are expected to examine the issues to be discussed at the Thirteenth 
United Nations Congress on Crime Prevention and Criminal Justice and to make action-oriented recommendations 
for consideration by the Congress. The overall theme, agenda items and the topics for the workshops of the Thirte-
enth Congress were determined by the United Nations General Assembly and the Secretary General. Agenda items 
include implementing comprehensive crime prevention and criminal justice policies and strategies to promote the 
rule of law at the national and international levels, and to support sustainable development.

https://www.unodc.org/unodc/en/crime-congress-preparatory-meetings/RPM2014-africa.html

SALIS members and other interested information professionals are invited to the Conference hosted by the Center 
of Alcohol Studies (CAS) at Rutgers, the State University of New Jersey. The event aims to review past successes and 
best practices in documenting and disseminating addiction research, as well as to explore opportunities to translate 
them into our information age. SALIS is an international non profit corporation with special interests in the exchan-
ge and dissemination of alcohol, tobacco, and other drug (ATOD) information.
 
http://salis.org/conference/conference.html
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